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BACKGROUND

APEC represents 60 percent of the world's GDP and half of its trade. Most of the world’s top mega-ports are in APEC economies. As a result, the risk of major disruption to world trade from a terrorist attack on sea-borne trade in the APEC region is high. All APEC economies need to strengthen their seaport security to protect against terrorist activities and threats. But stringent port processing procedures that are not operating at full efficiency could incur additional transaction expenses for exporters through delays and lost opportunities. Issues such as the provision of cargo details prior to embarkation are important to continuing growth of trade but need to be addressed in different ways because of the nature of the present threat.

At the 2001 Shanghai APEC Leaders Meeting the leaders agreed, inter alia, to a Statement on Counter-Terrorism which called on all member economies to enhance port security, to achieve effective outcomes as soon as possible and to meet all relevant international requirements for the security of maritime transport. They also agreed to cooperate to ensure that international terrorism did not disrupt markets. In 2002 APEC economies and other members of the IMO agreed to a new, comprehensive security regime for international shipping set to enter into force in July 2004. In launching the Secure Trade in the APEC Region (STAR) initiative at the 2002 APEC Leaders Meeting in Los Cabos, Mexico the leaders called for enhanced port and shipping security and repeated the obligation to meet the IMO security regime to come into force by July 2004. 

The Melbourne symposium came about because of recognition of the need to improve the capacity of many APEC members to meet their obligations and to ensure the protection of trade routes. The main objective of the symposium was to better equip APEC member countries to meet their obligations under STAR, including in meeting the IMO 2004 deadlines, and in helping identify what will be required to assist them in doing so, including in the creation of training manuals, compliance testing, quality control, human resources capacities and administrative systems. In April 2003 the Australian Agency for International Development (AusAID) agreed to fund the symposium.

SUMMARY OF MAIN ISSUES AND CONCLUSIONS

The following does not represent a summary of the results of the symposium, but rather attempts to identify major issues that will need to be addressed, including through development assistance programs, regional cooperation and training, in meeting the July 2004 deadline for implementation of the IMO International Ship and Port Facility Security (ISPS) Code.

There remains considerable concern as to whether it is possible for many economies to meet the deadline. Participants at the symposium recognised that there was a great deal to do in a short period and acknowledged that considerable assistance and co-operation amongst APEC economies would be required to support these efforts. The potential impact of a failure to comply with the Code on international trade, tourism and the economies of individual countries, was considered to be severe. 

Although implementation on time may not be attainable, it was agreed that the Code contained sound principles. Security assessments were seen to be not only an extension of good risk management processes and effective security planning but also good business practice.  In addition, it was accepted and emphasized that security measures can result in shared regional and international benefits that counter terrorism. Although there may be a need to consider and plan for the possibility that not all economies will comply by the deadline, it was also agreed that all economies should try very hard to meet it.  It was also proposed that representations be made to the IMO by APEC to either extend the deadline, or to seek concessions on implementation of the Code.

It emerged that individual economies face a range of different problems as a result of diverse maritime industries and differing levels of development. These differences would need to be considered in any program of assistance. 

For almost all APEC economies major cultural change in the maritime sector was required to ensure the new IMO international maritime security regime would be implemented. Awareness-raising of the issues that needed to be addressed and of the consequences of not doing so are two areas of further investigation.

Problems with the ISPS Code identified at the symposium included definitions of a ship and a port facility and the setting of its boundaries. Answers to these questions varied according to the nature of the port, the type of cargo and the level of risk. In some economies the definitions of what constituted a port facility or even a ship were of considerable importance in terms of ISPS implementation, for example, because the risk of “contamination” of an ISPS Code compliant vessel from smaller vessels, below Convention size, was high. 

It was agreed that the ISPS Code represented a step on the way towards full supply chain security, and that measures contained in the Code needed to be considered and applied in the broader context of other supply chain security initiatives such as those contained in APEC STAR. Of particular relevance were initiatives to secure shipping containers and improve the way Customs information is gathered and shared.

Recognising the difficulties in meeting the deadline, the symposium identified the following major areas of concern:

· Awareness and understanding at the political, public and private sector levels of the issues involved and the consequences of failure to meet the deadline;

· The need within each economy to agree on and to identify the lead agency involved in implementation of APEC STAR initiatives related to maritime security including the IMO ISPS Code, as well as establish effective governance arrangements to support implementation;

· The need to ensure that the implementation plans had ministerial level support and both commercial and public interests were considered;

· The importance of establishing an effective regulatory framework and problems centred on converting the ISPS Code into domestic legislation;

· The need to identify and allocate costs involved, including identifying financial and human resources required for implementation, and to have government funding to commence the process;

· The high costs involved in implementation and the need to identify ways of minimising these costs, such as through use of existing legislation, systems, and infrastructure where possible.  

· The need for all economies to carry out a full risk assessment based on sound intelligence, and to apply risk management principles to the maritime environment to meet the Code’s requirements;

· The need to achieve close cooperation and coordination and the sharing of information at a national (inter-agency) and international (APEC region) level. This included developing cooperation with and receiving assistance from APEC and other sources, without which many economies could probably not meet the requirements.  (In support of this objective, a questionnaire accompanies this report asking participants to identify key personnel involved in implementing the ISPS Code.  This information will be made available to all of the participants, the APEC Secretariat and the IMO);

· The need to identify appropriate mechanisms for consultation with the private sector, and to clearly define and delineate roles and responsibilities between government and industry;

· The need to develop workable timetables for implementation;

· The need for extensive training:

· For government officials on awareness raising and implementation of the ISPS Code

· In risk assessment and risk management 

· For port and maritime operations generally

· For Company Security Officers, Ship Security Officers, and Port Facility Security Officers 

· The need to identify appropriate training organisations which could teach the syllabus being developed by the IMO

· The need to determine appropriate standards and measures by which compliance with the Code would be judged

Finally, it was agreed that the IMO, APEC and all APEC economies should be made aware of the difficulties which many faced in implementing the ISPS Code and the STAR initiative and that regular exchanges of information and close cooperation would be essential to the process.

PRESENTATIONS 

MARITIME SECURITY:

 A New Environment Following September 11
by

Dr Sam Bateman

(Paper presented to Symposium of Maritime Experts to Assist in 

Implementation of the STAR Initiative, Melbourne, 18 – 20 June 2003)

INTRODUCTION

The Asia-Pacific region is distinctly maritime in character. When we centre a globe on the Pacific Ocean, the blue of the ocean almost obscures the littoral landmasses but spin the globe until it is centred on the mid-Atlantic and landmasses then dominate the oceans. Not surprisingly, Atlantic nations tend towards a continental view of security while Asia-Pacific nations have a maritime view. The importance of maritime security to many Asia-Pacific countries is reflected in the size of their merchant shipping fleets, a dependence on seaborne trade, expanding naval forces, and strongly promoted claims to offshore sovereignty and marine resources. Maritime security is likely to assume even greater importance in the future as economic growth proceeds, and countries become both more interdependent and more aware of the extent of their maritime interests. Events of September 11 and their aftermath have had the effect of bringing a new focus to some aspects of maritime security in the region but we should not lose sight of the enduring features that underpin maritime security.

ENDURING FEATURES

Maritime Strategic Geography

Significant features of the maritime strategic geography of the Asia-Pacific region comprise the numerous islands and archipelagos of the South and Central Pacific and the chain of off-lying archipelagos and islands along the East coast of Asia. The world’s main archipelagic States (i.e. the Philippines, Indonesia, Papua New Guinea, Solomon Islands, Vanuatu and Fiji) all lie within the Asia-Pacific region. Large areas of the West and South Pacific are enclosed as exclusive economic zones (EEZs) or archipelagic waters. This simple fact has a strong influence on how the region approaches maritime cooperation and security.

The island and archipelagic chain in East Asia stretches from Sakhalin and the Kamchatka Peninsula through the Japanese archipelago and the Philippines archipelago to the Indonesian archipelago and northern Australia. It creates an array of enclosed or semi-enclosed seas in East Asia. From North to South, these are: the Sea of Okhotsk, Sea of Japan (or the East Sea to Koreans) Yellow Sea, East China Sea, South China Sea, Gulf of Thailand, Java Sea, Sulu Sea, Celebes Sea, and the Timor and Arafura Seas, as well as several seas lying within the Philippine and Indonesian archipelagos. There are two main implications for maritime security. The first is the number of key straits and choke-points in the region where ships, due to the density of shipping traffic and their proximity to land and coastal activity, are more vulnerable to attack by terrorists or pirates than when they are on the open sea. Secondly, agreed sovereign jurisdiction over maritime areas is extremely problematic due to difficulties with delimiting maritime boundaries. This markedly complicates cooperative actives to maintain law and order at sea in the region.

Significance of Seaborne Trade

The reliance of the region on shipping and seaborne trade is another enduring feature of the maritime security environment. Seaborne trade has driven economic growth in East Asia. International trade in the region has grown much faster than the economies of the regional countries themselves, and most of this is carried by sea. Seaborne trade is a major strategic vulnerability of most regional countries. In the context of measures to ensure the security of seaborne trade against the threat of terrorism, it is essential that a proper balance is maintained between security on the one hand and the free movement of trade on the other.

The importance of seaborne trade in the region is explained by geo-strategic and economic factors. First there are geo-strategic factors, particularly the "archipelagic" nature of the region and the relative lack of land transport infrastructure in East Asia. As well as inter-island shipping in the Japanese, Philippine and Indonesian archipelagos, major centres on the mainland of East Asia are linked primarily by water rather than by road or rail. This is in contrast to Europe or North America where much foreign trade is carried overland. Intra-regional trade in East Asia must be carried by sea, except for very high value cargoes carried by air and some trade by road and rail in and out of China and on the Malay Peninsula. The situation is particularly evident in the “hub and spokes” nature of contemporary container traffic.

Secondly, economic and industrial growth in the region determines increasing demand for energy and other materials that can only be shipped by sea. Many of these materials are hazardous or dangerous. The carriage of these cargoes will continue to increase and there is consequently higher risk of damage or pollution as a result of collision, explosion, fire, grounding, or piratical or terrorist attack on the ships involved. Lastly, regional countries are variously dependent on imports by sea of energy, foodstuffs, raw materials, and some manufactures. Japan in particular depends heavily on the import of critical and strategic minerals by sea. The route through the Malacca- Singapore Straits is used by about 72 per cent of the loaded tankers proceeding to Japan and elsewhere in Northeast Asia. The alternative route through Lombok and Makassar Straits, more suitable for the large, deep draught vessels, accounts for the remaining 28 per cent although in terms of deadweight tonnage and volume of oil carried, the share is about even
.

RECENT DEVELOPMENTS

Threats to Maritime Security

Possible threats to maritime security and the free movement of seaborne trade arise from the three major regional security issues - North Korea, Taiwan and the South China Sea – as well as from piracy, terrorism and the coastal State factor (where a coastal State applies restrictions to the free movement of shipping in its adjacent waters). Following September 11, the North Korean situation and the threat of terrorism are now the leading regional security threats while in what almost amounts to a “zero-sum” game, the South China Sea and the Taiwan Straits have lost prominence.

North Korea

Most strategic analysts now see North Korea as the major threat to security in the region. Identified as part of the “axis of evil” by President Bush, North Korea has resumed its nuclear program and is feared capable of launching missile attacks on neighbouring countries. Japan has long been concerned about so-called North Korean “spy-ships” in Japanese waters and in December 2001 sank such a vessel after pursuing it into China’s exclusive economic zone (EEZ). In December 2002 during Operation Enduring Freedom, the Spanish Navy boarded the Cambodian flagged merchant ship So San in the Northwest Indian Ocean and found 15 Scud vessels from North Korea onboard destined for Yemen. While the legal basis for boarding and searching the vessel is uncertain, there is no rule of international law prohibiting the transport of conventional arms.
 The So San, after initially being detained, was allowed to proceed on passage.

The annual revenue of North Korea derived from trafficking in illegal drugs is reported to be between US$500 million and $1 billion
. Taiwan and Japan have been the main destination of North Korea’s illegal drug trade but in April 2003, the freighter Pong Su was arrested off Sydney after having landed a quantity of high-grade heroin in Victoria. North Korea is believed to be the world’s largest source of opium after Afghanistan and Myanmar. It was also the origin of more than a third of the amphetamines seized in Japan from 1999 to 2001
.

The U.S. considers that all options for resolution of the North Korean situation are “on the table” and has not ruled out the use of force. Following the interceptions of vessels from North Korea carrying drugs, counterfeit money and weapons, the U.S. and Japan are talking about a blockade of North Korean ports
. However, this action would be problematic in international law and likely not be supported by China and South Korea who are more ambivalent in their approach to North Korea. Not unreasonably in view of the proximity of Seoul to the North’s long-range artillery and missile batteries, South Korea is uncomfortable with a hard-line on North Korea and continues to pursue its links with the North, including recently re-opening a rail link.

Taiwan

Although the situation is currently quiet, Taiwan remains a major “stumbling block” for regional stability, particularly due to its impact on China – U.S. relations. The cross-strait crisis of 1996 and the deployment of U.S carrier battle groups in response to China’s missile tests provided salutary lessons for China on the importance of sea power. Meanwhile Taiwan seeks to acquire the maritime forces necessary to resist any landing or blockade by the mainland. It has been able to secure some much-needed new weapons from the Bush Administration, many of which will be naval, including second-hand Kidd-class destroyers and eventually, new submarines although the latter program has run into some difficulties. Time, however, may be on Beijing’s side, as the overall correlation of forces across the Taiwan Strait is coming increasingly to favour the mainland.
 With the economy of China booming ahead and Taiwan’s economy stagnating, the mainland is moving to economic and military dominance over Taiwan

More generally the war on terrorism has become a major obstacle in China’s move to strengthen its influence in the region. Prior to September 11, China was pursuing an active diplomatic campaign, particularly in Southeast Asia, to win friends, both economically and strategically, and to counter the strategic dominance of the U.S. in the region. However, in the wake of September 11, the U.S. has recaptured its position as the major security player in Southeast Asia through its leadership in the war on terrorism
. This development has also had the effect of lessening the attention given to Taiwan as a regional security problem.

South China Sea

The South China Sea is a strategically important part of the maritime environment of the Asia-Pacific region. It is the focus of considerable maritime activity, including important sea lines of communication (SLOCs), fishing and oil and gas developments, as well as significant levels of maritime crime, especially piracy, drug smuggling and illegal population movement. Unfortunately the disputes about sovereignty over the islands and reefs of the South China Sea
 have hindered the development of effective management of the area, including arrangements for marine safety, prevention of marine pollution and the maintenance of law and order at sea. The disputes will probably simmer on with occasional periods of heightened tension, such as that following the Mischief Reef incidents in the 1990s. The U.S. had adopted a neutral position on the sovereignty claims but in the last two years or so, China has been worried about the U.S. appearing to shift towards supporting the ASEAN claimants. However, the ASEAN position itself is internally contradictory with conflicting claims between the ASEAN partners.

The ASEAN-China Declaration on the Conduct of Parties in the South China Sea agreed in 2002 is theoretically a positive step. However, some skepticism exists over the extent to which it is in fact an achievement, particularly in terms of “operationalising” cooperation and reducing the risks of tension. The declaration in reality is very similar to the first draft Code of Conduct tabled in the early 1990s. It is non-binding, has no specific geographical reference and is an expression of intent only. Significantly the words “a code of conduct” were avoided in reaching agreement on the declaration.

Terrorism

There is no shortage of potential targets for terrorists at sea. These might include offshore oil and gas installations, energy pipelines and undersea cables, as well as ships and port facilities. Shipping traffic continues to increase worldwide with much of the growth being in hazardous and dangerous cargoes (e.g. crude oil, petroleum products, LNG/LPG, chemicals, and even plutonium, albeit in small quantities). Ships with these cargoes could be attractive targets for terrorists to destroy directly or to hijack and use as weapons of destruction preferably (from the terrorist viewpoint) in a location where large collateral damage would result. Confirmed instances of maritime terrorism include the suicide small boat attack on USS Cole in Aden in 2000, the attack on the French oil tanker Limburg off Yemen in October 2002, and a few attacks on passenger ships. Al Qaeda has also planned to buy trawlers and other medium-size vessels that can be blown up near other vessels and to train underwater demolition teams.

The vulnerability of high value targets, such as oil tankers and vessels carrying military cargoes, in narrow straits and choke points has led to such vessels being escorted by warships through these waters. British, Spanish, Portuguese and American naval vessels are patrolling the Strait of Gibraltar on a routine basis against the threat of terrorist attack.
  Similar arrangements are in place in the Malacca Strait with joint anti-piracy patrols conducted by the littoral States (Indonesia, Malaysia and Singapore) and the USN and the Indian Navy cooperating to escort high value targets through the Strait. The Aceh rebel movement has threatened to attack ships passing through the Strait and Singapore uncovered tentative plans by the Jemaah Islamiyah (JI) movement to attack U.S, ships entering Singapore
. Recently, the leader of the Singapore branch of JI admitted that the organization planned to blow up Changi naval base.

The globalization of maritime commerce and the rise of “hub ports” has led post September 11 to the school of thought that a terrorist attack on a “hub port” would be more effective than an attack on a ship
, unless of course the ship provided the means of attacking the port. With respect to vulnerabilities in seaborne trade flows, we normally think in terms of focal areas and chokepoints but destroying a “hub port” could have an even more disruptive effect on seaborne trade. Ships can re-route around a chokepoint, albeit at a cost in terms of time, but “hub ports” are becoming institutionalised as an essential element in the total supply chain. These ports must be recognised as a major regional vulnerability, including their information management systems. Cyber-protection of port operations should be included in cooperative efforts to ensure the security of regional seaborne trade.

Piracy and Armed Robbery Against Ships
The number of acts of piracy and armed robbery against ships (actual and attempted) worldwide reported by the International Maritime Bureau (IMB) in 2002 was 370, a slight increase over the 335 attacks in 2001 although that represented a decrease of 134 over 2000. However, there has been a worrying trend for incidents of ship hijacking to increase with 16 incidents during 2001 as compared with eight in the previous year. Another disturbing trend in 2003 has been an increased number of attacks on chemical tankers
. A significant number of piratical attacks occur in Southeast Asian waters increasing from 22 in 1997 to 164 in 2002. Indonesian waters alone accounted for 103 incidents in 2002.

Some reservations should be noted with these piracy statistics. On the one hand, there could be some under-reporting of attacks with a reluctance of some ship masters to report incidents due to concern that an investigation will disrupt the ship’s schedule and the risk that insurance premiums may increase. But on the other hand, over reporting is also possible. Many incidents are very minor such as unsuccessful attempts to board or petty theft of small items such as paint, mooring ropes, or outboard motors. It is also possible that before piracy started receiving high publicity (i.e. prior to the mid-1990s), many incidents, particularly the relatively minor ones, may not have been reported.

There has been much discussion in international and regional forums about measures to control piracy and armed robbery against ships. The IMO has adopted a Code of Practice for the Investigation of the Crimes of Piracy and Armed Robbery against Ships and Measures to prevent the Registration of ‘phantom ships’. ASEAN has established a special sea piracy task force that will study various areas of cooperation, including information exchange, legal matters, law enforcement, training, capacity-building and extra-regional cooperation
. Operational measures to suppress piracy are having some effect. The Indo-Sin Coordinated Patrols (ISCP) between Indonesia and Singapore established in 1992 are an excellent example of cooperation. ISCP has contributed to a marked decline in the number of incidents in the Singapore Strait
.

The main challenges for cooperative action against piracy and armed robbery against ships now seem to lie in the political and legal arenas. The principal problem is that virtually all attacks are in waters under the sovereignty of a coastal State, including within ports and anchorages. While the U.S. and other maritime powers will claim a right of intervention in the territorial sea or archipelagic waters when human life is at risk under the general principle of saving lives at sea, many Asian countries reject this right unless a specific agreement is in place. Similar sensitivities might well apply to actions against terrorism although the U.S. has sought bilateral agreements to allow U.S. vessels to pursue vessels suspected of terrorism into sovereign waters of another State.

Since September 11, the media and policy statements from governments and international organizations (including APEC in the APEC Counter-Terrorism Action Plan) have tended to see some connection between piracy and the terrorist threat. To some extent this link is valid. Similar tactics might be used for ship boarding and hijacking and some of the causes of piracy (e.g. poverty, political instability and ineffective enforcement) might be similar to those that lead to terrorism. However, there are also significant differences. Terrorists are seeking publicity and wish to create as much damage as possible but pirates want to avoid attention and will inflict only as much harm as necessary to achieve their objective.

Important jurisdictional and definitional differences are also involved. Piracy is conducted for private ends by a private ship or aircraft against another ship or aircraft, while terrorism has political motives. Legal jurisdiction over piratical acts depends on whether they are committed within the sovereignty of a coastal State (i.e. internal waters, territorial sea or archipelagic waters), or on the high seas (including EEZs). By strict definition, piracy occurs only on the high seas. Legal jurisdiction over offshore terrorism varies depending on the nature of the target and its location. For example, other countries could claim a right to intervene against an actual terrorist attack on a ship within the EEZ of a coastal State but the law would be different with an attack on an offshore oil and gas platform.
Coastal State Interference

Shipping routes in East Asia generally pass through coastal or archipelagic waters and are thus vulnerable to coastal State interference as a consequence of national security concerns, domestic instability or local conflict. Furthermore, coastal States could introduce restrictions on coastal shipping traffic ostensibly on the grounds of marine environmental protection but there could also be a hidden security agenda. Unfortunately some aspects of the law of the sea relating to rights and freedoms of navigation are less than clear and certainly not agreed in the region. A coastal State may temporarily suspend the right of innocent passage through its territorial sea. Indonesia has recently taken such action in respect of waters off the troubled province of Aceh
. However, some uncertainty relates to how long a “temporary” suspension might last and also with regard to how this suspension might impact on the freedom of navigation that is normally available through an international strait such as the Malacca Strait adjacent to Aceh.

The EEZ regime has some contentious aspects with some coastal States attempting to place restrictions on military operations, including oceanographic surveying and intelligence collection, by other States in their EEZs. States have declared security zones that extend into the EEZ, or have specifically claimed that other States are not authorised to conduct military exercises or manoeuvres in the EEZ without their consent. As a result of concern over the U.S. “spy plane” incident off Hainan in 2001 and more recent incidents involving U.S. “military survey” ships operating in its EEZ, China enacted new legislation in 2002 restricting surveying and intelligence collection activities in its EEZ
.

Naval Developments

East Asian countries generally have resumed their naval development programmes after the economic crisis of 1997-99
. This trend has more serious overtones than was the case with the increased spending of the early and mid-1990s. The “first round” of naval expansion was argued away on the basis that it was part of a process of modernisation. This does not appear to be the case with the “second round” of naval expansion that appears to be more posited on assessments of threats posed by other regional countries. A naval arms race could be emerging in the region
. The development of naval capabilities includes submarines, anti-shipping missiles and sea-based, land attack cruise missiles. These are not the types of capability will help ensure the security of the region against the threat of terrorism!

Along with these force structure developments, there has also been a surge in naval activity in the region largely led by the U.S. as part of the war on terrorism.  This includes a more ambitious program of bilateral and multilateral exercises. However, there are some undesirable consequences. By demonstrating the utility of high technology weapons systems and where gaps in capability might exist, increased naval activity provides an incentive for regional countries to increase their defence spending. It is not surprising that in this environment, European and North American arms manufacturers have been more aggressively seeking business in the region in recent years

Development of Coast Guards

The last ten years or so have seen major developments with the emergence, evolution and employment of coast guards in the region
. These developments have been particularly rapid since about 1998 and may receive a further boost with the war on terrorism. The explanation of this trend is fairly simple. Asian countries in particular are preferring to deploy coast guard ships and personnel in sensitive situations at sea rather than naval ships and personnel and to use coast guards for cooperative activities with other countries. Coast guard vessels may also be cheaper than naval vessels and developing countries may be able to access aid funding to develop a coast guard whereas this would not be possible for a navy.

Bangladesh, the Philippines and Vietnam have all established coast guards. Malaysia is also establishing a Coast Guard with the renaming of the Marine Police and the reallocation of some functions between the Navy and other organizations
. Japan and Taiwan have each recently changed the name of an existing service into a coast guard
. Since 2000 Japan has been actively using the Japan Coast Guard (JCG) in Southeast Asian waters to help combat piracy. The use of the Japanese Maritime Self Defense Force (JMSDF) would be unacceptable for this activity for Japan constitutionally, as well as being politically sensitive to regional countries. Japan is also assisting Indonesia with the establishment of a coast guard.

CONCLUDING COMMENTS

Several major barriers inhibit the development of an effective response to the threat of terrorism at sea and the maintenance of maritime security more generally. The first is strong adherence to independence and sovereignty in the region with regional countries generally reluctant to agree to cooperative activities if they appear to be compromising or qualifying national sovereignty or sovereign rights. This restraint is particularly significant in the maritime domain with the extended jurisdiction allowed by the contemporary law of the sea; numerous overlapping or conflicting claims to offshore areas, islands and reefs; and relatively few agreed maritime boundaries, particularly in the chain of seas along the East coast of Asia.

Issues of jurisdiction at sea have been a major concern for the U.S. in the conduct of operations at sea in the war against terrorism. For example, in early December 2001, the Singapore-chartered ship Kota Sejarah was aggressively boarded and searched using “precautionary force” by USN Seals and Marines in international waters off Pakistan leading to the injury of two crewmembers and subsequent protests from Singapore.
 The U.S defended this action in terms of the war on terrorism and the right of self-defence under Article 51 of the UN Charter. Suffice to note that the right to visit and search foreign vessels on the high seas (and in the EEZ) seems at least superficially to be directly contrary to Article 110 of the 1982 UN Convention on the Law of the Sea (UNCLOS) and remains uncertain under international law. 

There is a certain lack of political commitment to many cooperative activities. This is manifest in the failure to ratify important international conventions, such as the Convention for the Suppression of Unlawful Acts Against the Safety of Maritime Navigation 1988 (the Rome Convention) (or SUA Convention) and its Protocol dealing with fixed installations offshore. Countries can sign up for these conventions but then have little capacity for, or intention of implementing the requirements at the national level. Problems of capacity seem likely to inhibit many of the regional efforts to provide greater maritime security. This places a considerable premium on effective cooperation, especially that between developed and developing countries.

This paper concludes on a pessimistic note. It is proving extremely difficult to establish effective levels of maritime cooperation and some of that which is occurring may be more self-serving than for the common good. Regional seas will become even busier in the future with higher levels of shipping traffic and increased naval activity as regional navies expand and acquire more capabilities, including greater numbers of submarines. Rough seas may lie ahead unless fundamental changes in direction occur. The great challenge is to build a regional security environment in which countries are more prepared to cooperate and less prepared to adopt self-serving policies that are contrary to the common interest.

MARITIME SECURITY:  CHILE’S EXPERIENCE

Rear Admiral Alexander Tavra Checura, Secretary General, Chilean Navy

This presentation needs to be read in conjunction with the following .ppt file or 

.pdf file 

Chile shares the area of the Pacific Ocean basin.  The countries belonging to this area concentrate more than 55% of the global population.

Together with USA and Canada, Chile possesses the most extensive coastline along the Eastern Pacific Ocean, and it has the real chance to become the port of entry and departure of the foreign trade in the Southern Hemisphere. 

The sea-land relationship we have and the strategic position of Easter Island -2000 miles off the coastline in the middle of the Pacific Ocean – provide us a privileged position, which permits us, among other tasks, to control the maritime communication lanes.

The national economic trend seeks the development of the country through the steady state and spread growth of its foreign trade.

The Chilean Navy represents the State at sea, therefore, it is non-replaceable and essential. It has 2 pillars:

A Naval pillar – which is non-replaceable, providing protection and defence to the State through the Sea.

And a Maritime pillar – which is essential because joins together the maritime activities, by co-coordinating and centralizing the tasks of both sectors involved, the private sector as well as the public one.

Thus, the coordinated tasks between both pillars contribute to the national development.

The Chilean Navy represents the State at sea, therefore, it is non-replaceable and essential.  It has 2 pillars:

A Naval pillar – which is Non Replaceable, providing protection and defence to the State through the Sea.

And a Maritime pillar – which is Essential because joins together the maritime activities, by co-coordinating and centralizing the tasks of both sectors involved, the private sector as well as the public one.

Thus, The coordinated tasks between both pillars contribute to the national development.

The State of Chile uses the most appropriate Maritime and Naval assets to accomplish the mission within the maritime areas of responsibility.

In order to operate in coastal and inland waters, rapid-reaction assets, specially designed to cover these areas, are used. When higher displacement vehicles are required to operate in the E.E.Z. (Exclusive Economic Zone) or in high seas, these are provided by the Navy. 

The point is, as we move farther away from the coast, major assets are needed, and these resources do not belong to the Maritime Administration but to the Chilean Navy.

Economic Importance of the Maritime Trade to Chile

You can observe in the slide that most of the trade is done with Asia and Australia, the APEC Region.  In this sense, APEC has a high significance for Chile, like the STAR initiative has to APEC, then, for Chile the STAR initiative is a priority, as we are very interested in becoming the first South American country recognized by the relevant entities, in order to act as an important corridor in the same way, for instance, as the American multi-modal corridor between Manzanillo and USA does.

Our geography imposes a certain maritime condition, but Chile is also a country whose economic development mainly depends on its foreign trade which is conducted mainly through maritime lanes; over 85% of Chile’s foreign trade value is carried out by sea, this represents near 54% of the Gross Domestic Product of 2002.

It is important to mention that during 2002, a total of about fifteen thousand (14.843) merchant ships called at Chilean ports, with different types of cargo.

Chile has signed several Regional and Bilateral Free Trade Agreements with different regions and States around the world.

As we can see in the slide, there are various Agreements currently in force, others in ratification or negotiation process. The latest Agreements signed with South Korea, European Union, and United States of America are important to mention. Likewise, I would like to enhance that Chile is the first country around the world that signs a Free Trade Agreement with South Korea.

The Secure Trade in the APEC Region (“STAR”) initiative, through the ISPS Code.
(ISPS = International Ship and Port Facility Security Code)

As it is shown in the slide, the STAR initiative commits APEC economies to accelerate action on screening people and cargo for, among other aspects, increasing security on ships, while in route and enhancing security in seaports. 

For protecting ships two initiatives have been developed by STAR:

 First, promoting ship and port security plans, and here please pay attention to the dead lines, by, July 2004 and installation of automatic identification systems on certain ships by December 2004;
Cooperating to fight piracy in the region.

It is important to mention that to meet those commitments in the maritime field, it will be needed to implement the new International Ship and Port Facility Security Code (ISPS Code), which was approved in the last IMO Diplomatic SOLAS Conference held in London.

In Chile the National Maritime Authority is responsible to implement and enforce the compliance of the related national rules and regulations as well as the international Conventions, Codes and Agreements regarding aquatic environment and marine safety/security and protection.

Therefore, the enforcement of the provisions of the ISPS Code is under our responsibility, coordinating the actions and its various aspects with the services and governmental entities, as well as institutions and bodies of the private sector.
In this sense, we are involved with other Governmental Agencies, such as:

Civilian Police (the Immigration Department). 

Customs.

Public Health Service (the Maritime Health Department).

Agriculture and Livestock Service.

Weapons and Explosives Regulatory Agency.

Chilean Nuclear Energy Commission, among others.

So as you can see, it is a whole team that assumes such responsibility.

The private sector is also involved in maritime security; those actors with a significant participation are listed in this slide.

In Chile, since the beginning of last century, ports have been classified as “restricted areas” due to working security reasons, customs duties, and for protection purposes of the existing facilities within the port. From 1981, they were also declared “strategic areas”, thus strengthening the concept of maritime security.

Since then, national law, forces the development of Security Research on International traffic Ports, which leads to a final Security Plan approved by the Maritime Administration.

As a consequence of the above, the maritime and port terminals, currently private entities, have electronic and digital systems to control the access of people, CCTV surveillance systems, vehicle access control, guards, fences, etc 

In the present slide, a brief sequence can be seen of protection factors within the port of Valparaíso.

Measures have also been adopted for the protection of passengers, in which the provisions of the ISPS Code have been taken into consideration for its design.

In the present slide we can see the current passenger terminal of Valparaiso which facilitates the embarkment and disembarkment, customs and police control, first aids, coffee shops, communications, etc.

This terminal is being expanded and its area aimed at the attention of passengers will be available from November of the present year, three times its normal size.
In the new passenger terminal of Valparaíso, all the relative protection measures have been taken into consideration in accordance with the ISPS Code, or as recommended.

As it is shown in this simulation, the control systems will be upgraded which will permit the control of all the unclaimed luggage unloaded and loaded, the identification of each passenger, the availability of areas segregated for the loading and unloading, and an improvement in the attention to passengers.

Each personnel working in this terminal possess an appropriate use of the English language in order to facilitate the communication with stakeholders.

On the other hand, the International Maritime Dangerous Goods Code (IMDG Code) is mandatory within our national territory. As a result, every vessel calling at Chilean Ports, has to report, at least 48 hours in advance, the details of all the Dangerous Cargo carried on board.

It should be mentioned that during 2002, the implementation of an information technology system was implemented together with Customs, in order to enhance and simplify the gathering of information on people, cargo, and vessels entering and passing through our maritime transportation system.  In the near future, this will be also co-ordinated with the International Police, SAG (Agriculture and Livestock Service), and Health Service.
On the other hand, following the adoption of the ISPS Code, the training of Chilean merchant officers who will perform duties as ship protection officers began last December, in our Maritime Instruction and Training Centre.  The same training will be provided to the personnel of port and shipping companies.
The implementation of the receiving and control stations of the Automatic Identification System – AIS for merchant ships is also at a planning stage. Today every Fishing Vessel flying under Chilean flag is fitted with this system.

Management of the Chilean Maritime Authority regarding the Protection of Vessels and Port Facilities

One of the first barriers that permits to detect ships which do not comply with the requirements of International Conventions ratified by Chile, is the Inspection by the port State control, which together with the reports given by channel and port pilots dependant on the Maritime Authority, provide an efficient and prompt information on the condition of ships. 

The slide shows some statistics on this regard.

A stricter enforcement of the security and safety standards has been practised, and more specifically in dangerous goods operations a higher monitoring has been experienced as well as in the control of private security entities performing duties within ports, berths and terminals. 
The figures indicate the man hours of patrol inside port facilities developed during 2002, as well as the number of persons controlled together with the offences raised from such procedures.

The following slide shows other statistics related to the protection of the vessel-port interface and the struggle against drug smugglers. I should emphasize that from year 2000 up to day; about 9 tons of cocaine has been seized in Chilean ports.

Some conclusions

Chile is a maritime country per excellence, it has a long coastline that extends towards the Pacific and also is a natural corridor to the Atlantic Ocean. 

Its position and the Easter Island allow Chile to be present in the Southeast Pacific basin, contributing with aspects regarding safety of life at sea, security matters in general and the control of maritime communications lanes.  85% of our cargo is carried by sea, most of this activity is done to the APEC region. 

Our maritime operations are concentrated in a sole Governmental Institution; this facilitates enormously the implementation of the ISPS Code and consequently the STAR initiative.

From several years ago, the concept of security has been deeply rooted in the Chilean ports. Today, Security plans in all the strategic Ports of the country are fully implemented and has the approval by the Chilean Maritime Administration. 
Preventive measures against illegal drug traffic or other offenses, carrying out random surveys and rummage inspections, are a way of avoiding or obstructing the use of maritime lanes and resources for such purposes.

STAR threats can be faced using a minimum amount of governmental resources, when operating in a coordinated way throughout all its fronts under different controversial situations produced after September 11, 2001.

Coordination among the public and private entities, at a national and international level, involved in the maritime shipping, is necessary in order to counteract terrorist or criminal threats on board vessels and port facilities.

Thank you very much for your kind attention.




































CUSTOMS AND ITS ROLE IN PORT AND MARITIME SECURITY 

Brian Hurrell

Regional Director Victoria

Australian Customs Service

Outline

·  Customs involvement in the port and maritime environment

·  World Customs Organisation (WCO) position

·  Implications and potential of the United States Customs Service (USCS) & APEC initiatives

·  Customs and the IMO recommendations

Customs Involvement in the Port & Maritime Environment

The role of Customs:

·  To facilitate trade and the movement of people across the Australian border while protecting the community and maintaining appropriate compliance with Australian law;

·  To efficiently collect customs revenue; and

·  To administer specific industry schemes and trade measures

Customs civil border protection role:

· Aims to identify, regulate and control:

·  Vessels

·  Cargo

·  Crew members, ancillary infrastructure

·  Members of the related workforce

·  Broad and diverse range of information sources

·  Partnerships

·  Apply intelligence to identify risks and weaknesses in controls

Customs Involvement in the Port and Maritime Environment

Enforcement Operations

·  Examples:

·  Containment of a suspect vessel and crew. Ship search

·  Responding to specific information about smuggling attempts

Monitoring Operations

·  Examples:

·  100% of discharged cargo examined through the Container X-Ray Facility

·  Mobile patrols

Information Collection Plans

·  Examples:

·  CCTV technology

Customs Involvement in the Port and Maritime Environment

Improve security information flow / identify control weaknesses

·  Examples:

·   Inadequate physical control of cargo

·   Ability to override cargo control computer systems

Legislation

·  Shipping and crew activities

·  Reporting of cargo

·  Appointment of ports under the Customs Act for the discharge and shipment of cargo

·  Movement of cargo

·  Licensing of premises for the storage of cargo Customs Involvement in the Port and Maritime Environment

·  Legislation places responsibility on all parties involved in the logistic chain to comply. 

·  Customs monitors compliance and responds

Customs Involvement in the Port and Maritime Environment

Summary

 Monitors compliance;

·  Investigates and enforces serious breaches; and 

·  Provides support and advice to maritime and cargo operators to enhance overall security

World Customs Organisation (WCO) Position

·  Taskforce on Security and Facilitation in the International Trade Supply Chain

·  Principle issues:

·  Re-examination of the WCO Data Model

·  Electronic exchange of Customs Data; and

·  Guidelines for Customs-Business Partnerships

·  Present recommendations to the WCO Council in 
June 2003

Implications & Potential for Australia of the United States Customs Service (USCS) & APEC Initiatives

US Government Initiatives

·  Container Security Initiative (CSI)

·  Advance Manifest Reporting – 24 Hour Rule

·  Customs – Trade Partnership Against Terrorism (C-T PAT)

·  Asia Pacific Economic Cooperation Forum (APEC)

·  Secure Trade in the APEC Region (STAR) initiative:

·  Implementing expeditiously a container security regime;

·  Implementing by 2005 common standards for electronic customs reporting developed by the WCO;

·  Promoting private-sector adoption of high standards of supply chain security;

·  Developed jointly by the private sector and law enforcement.

·  Customs Container Security Strategy (CCSS)

Objective:

 To implement a Container Security Strategy that satisfies the Australian Government; 

Outcomes of CCSS: 

·  Provide an assurance to:

·  Australian stakeholders;

·  Foreign governments; 

·  Customs Services.

·  Containers and contents, exported from Australia:

·  Do not represent a threat;

·  Do not contain prohibited imports or exports.

·  Reciprocal assurances.

Implications & Potential for Australia of the United States Customs Service (USCS) & APEC Initiatives

Strategy:

·  Understanding Australia’s export trade

·  Early receipt of information

·  Exchanging information

·  Agreement with overseas Customs administrations to respond

·  A comprehensive compliance assurance strategy

·  Customs Accredited Client Program for Exporters

·  Partnerships

·  New declaring, reporting and clearance requirements of CMR

·  Mandatory electronic reporting of manifests;

·  Sanctions for late or inaccurate reporting;

·  Simplified reporting for accredited clients;

·  The capacity to examine goods for export

·  Use of electronic container seals and tracking technology

·  Feasibility of installing radiation detection portals

Container X-Ray Strategy:

·  Installation in the four largest ports by the end of 2003

·  Anticipate increase in detection of prohibited and illicit goods and revenue evasion

·  Melbourne and Sydney 100 containers per day

·  Brisbane 60 containers per day

·  Fremantle 50 containers per day

·  5% of loaded import containers

Logistics Arrangements:

·  Integration of container x-ray with existing inspections and industry requirements

·  Co-location of physical examination facilities

·  ACS contracted and managed logistics arrangement

·  Container handling

·  Transportation of targeted containers to the examination facility from the wharves and back

·  Unpacking and repacking of containers

Consultation:

Customs has widely consulted with industry:

·  Customs recognises that all parties sensitive to additional costs;

·  The Government has now finalised a method for recovery of (some) costs from industry;

·  Logistics process is being further refined in light of lessons learnt.

Affect of Container X-Ray Strategy:

·  Mechanisms to detect the diversion of cargo;

·  Customs has commenced planning for increased examination capabilities in non-container x-ray ports.

Customs and the IMO recommendations

International Ship and Port Security Code (ISPSC)

·  Approximately 300 port facilities in 70 ports, and 50 Australian flagged ships will be required to comply with the Code

·  Code provides powerful control measures

· Refuse access to ports

· Detail ships

·  Anticipated Customs will have an important monitoring role to ensure compliance with this new legislation.

The Role of the Private Sector in Maritime Security

P&O Ports Perspective

Presented by Tony Cousins

National Risk Manager

Australia & New Zealand

P&O Ports
Contents

P&O Coverage

Focus

Maritime Transport Security Bill

Training

Maritime Security

Port Facility Security

Systems

Cost Components

Looking Forward

Summary

P&O Ports ANZ Throughout

· Containers

1.2 million

· General Cargoes
8.3 m tonnes

· Grain


8.2 m tonnes

· Bulk Cargoes

4.5 m tonnes

· Forest Products
2.7 m tonnes

· Fertilisers

1.8 m tonnes

· Metal Products
1.0 m tonnes

· Motor Vehicles
275,000 cars

Maritime Security Focus

· Past

· Threats existed (low profile)

· Oriented around physical security of cargo

· Theft

· Access to ships – various levels of security

· Present

· Recognition of broader range of Threats, Targets & Weapons

· Greater industry involvement

· Government Authorities (ACS, AQIS)

· Marine Carriers

· Cargo Owners

· Future

· Cargo security

· Supply chain integrity

Maritime Transport Security Bill

(ISPS Code)

· Sets guidance for minimum outcomes for security levels

· Formalises many existing initiatives and activities

· Defines varying levels of alertness

· Establishes response mechanisms

· Creates a compliance regime not previously in existence

Maritime Transport Security Bill

Implementation

· Organisational change

· Appointments

· Security Officers/Committees

· Risk Assessment

· Development

· Undertaken

· Approved

Maritime Transport Security Bill

Compliance

· Security Risk Assessment

· Report - Compliance

· Specialist Skills

· Assessments

· Security Plans

· Integration

· Security Plans

· Assessments

· Plans

· Development

· Acquisition

Maritime Transport Security Bill

Training

· Security Program

· In House/External

· Research

· Development

· Senior Management

· Port Facility Security Officers

· Domain Awareness

· Employees

· Contractors

· Site Visitors

Port Facility Security – Personnel

· Registration

· Knowing who is expected on site and why

· Identification

· Confirming who is expected matches who is presented

· Verification

· Establishing where the pre-registered person can go and what the can do.

Port Facility Security – Cargo 

· Integrity

· Delivered by third parties

· Seal checks not practicable on wharf

· Verification of empty status?

· Scanning

· Australia

· Customs Management Re-Engineering

· X-Ray Scanning

· AQIS Gate inspection (FMD)

· US

· Container Security Initiative

· Customs – Trade Partnership against Terrorism

Port Facility Security – Infrastructure

· Control Areas

· Integrated Control System

· Perimeter

· Lighting

· Video Surveillance

· Communication

· Sentinels

Port Facility Security - Systems and Technology

· Data Integrity

· Interfaces

· Customs

· Australia

· US

· AQIS

· Shipping Lines

· Transport Operators

· Port Authorities

· Hardware

· Terminal Control Systems

Maritime Security Cost Components

· Management commitment

· Security Committee participation

· Risk Assessment

· Development

· Completion

· Approval

· Plans

· Development

· Completion

· Approval

· Infrastructure

· Access Control

· Perimeter

· Barriers/Gates

· Lighting

· Video Surveillance

· Communications

· Sentinels

· Training

· Program Development

· Program Delivery

· Port Facility Security Officers

· Domain Awareness

· Systems

· X-ray/CSI/AQIS

· Integrated Security System

· Access Control

· Labour Allocation

· Registers

· Equipment Start

· Compliance

· DOTARS approvals

· Customs requirements

· AQIS requirements

· Audit/monitor review

· Cost Recovery

Integrated Security System – Data Flow



Integrated Security System – Access Control & Control Areas

	Access Control Summary



	Personnel Profile


	Personnel Group Eligibility
	Registration
	Identification
	Verification
	Training Requirements
	Access



	Employee:
	Facility Employee
	P&O Ports HR System
	Employ ID Badge
	Integrated Security System
	Employee Induction
	Control Area 1

Control Area 2

Control Area 3




	Control Area Summary



	Control Area


	Security Description
	Credentials
	Infrastructure Location
	Access & ‘Door’ Type
	Reader Type
	Camera Type



	1
	Low: Public

Access Area
	No Facility Security checks required
	Internal

External
	Entry/Exit – Door Hinged/Slide

Entry/Exit – Gate Swing/Slide
	Sentinel, ID Badge Reader

None
	CCTV – Fixed

CCTV –PTZ (M)


Integrated Security System – Data Flow

· Security Alerts

· Increased Access to Intelligence

· Cargo Security

· Electronic Seal Technology

· Increased Scanning

· Enterprise Risk Management

· More inclusive of Security Risks

· Cost Allocation

· Recognition and recovery of the increased cost to provide effective Security

In Summary the Private Sector should:

· Contribute to National Security Effort

· Ensure the ongoing facilitation of trade

· Assess Risk

· Develop Security Plans

· Invest in Infrastructure & Systems

· Educate and Train Port Community

· Demonstrate Compliance

· Monitor and Review

· Ensure cost efficient outcomes

· Maintain Supply Chain Integrity into the future

ECONOMY REPORTS

INDONESIAN DELEGATION - REPORT

A.
Description of the Maritime Sector

1.
Number of Port Facilities:


Public Ports

:

   977


Special Ports

:
  
1,156


Fishery Port 

:

   591


-  Other 

:

   565


Total

:
  
2,133

2.
Major Port

:


4 


(Belawan, Tanjung Priok, Tanjung Perak and Makassar)

3.
Number of Ship Visits annually :     
288.581 Ships

4.
Operation and ownership of ports 


-
Public ports are operated by port enterprises owned by government 


-
Private port are operated by dedicated companies owned by government 



oil port:  operated by PT. Pertamina 



fishery port:  operated by Fishery Department 


-
In one location some ports are involve of two or more port operator (e.g. 4 main ports)

B.
Governance Arrangements


1.
Organizations that are responsible for security:



a.
Port: Guard and Rescue (Coast Guard) and National Police



b.
Ship Vessel:  Guard and Rescue



c.
Cargo (Containerised Cargo):

Custom and Security unit of the Port Enterprises 



d.
Crew members and passenger:
Guard and Rescue, National Police and Security Unit of the Shipping Company


2.
To control maritime and port security in these 4 areas, each of the agencies has their own system and method.


3.
Port Administrator as the Coordinator of all agencies activity in port.


4.
To ensure coordination between organizations there is a formal arrangement such as port security SOP.


5.
The role of the private sector in these arrangement are reporting any case happened   concerning security, to secure by their security unit for the first/immediate action etc.


6.
The organization that has overall responsibility for maritime and port security are Directorate General of Sea Communication Cq. Directorate Guard and Rescue and National Police.


7.
Exiting legislation



Government Regulation No. 69/2002

PRESENTATION OF THE PROJECT ON PORT SECURITY 

PORT AUTHORITY OF THAILAND

INTRODUCTION

The Port Authority of Thailand (PAT) is a public utility state enterprise under the general supervision of the Ministry of Transport established in accordance with the Port Authority of Thailand Act 1951.  Its primary objective is to conduct business pertaining to the port for the interest of the state and public.

PATs main duty is to facilitate vessels and cargoes, conducting dredging and maintenance of the bar channels and basin also supervise stevedoring and the handling, moving, storing and delivery cargoes to the owners as well as to cooperate and coordinate with other concerned national and international agencies.  PAT manages two ports, the Bangkok Port and Leam Chabang Port.  The role of PAT is to determine the policies, supervise port operation and set up development plans for both ports.

Bangkok Port is located along the left side of Chao Phraya River and comprises of a 2,900 metre quay and an area inside the customs fence of about 865 rais.  Bangkok port manages and operates all 18 berths, comprising of 8 Eastern Quays for container cargoes and 10 Western Quays for conventional cargoes.  Bangkok Port also provides services on staffing and unstaffing of cargoes, delivering of cargoes to consignee and storing of empty containers.  

Leam Chabang Port is located at Thung Sukhla, Sriracha District, Chonburi Province, about 130 kilometres from Bangkok, covering an area of about 6,430 rais.  It is the main deep-sea port accommodating the Post Panamax for international Transportation.  Leam Chabang Port takes charge of the overall administration while the operation is of the private sectors.  In the basin No. 1, 11 berths were leased out to private sectors.  The remaining two berths have not been in operation.

OBJECTIVE

Since November 2002, PAT has worked closely with the Minister for Transport and communication and other relevant agencies on ship and port security plans to protect, prevent and to restore after a fatal accident.

The objective of the project was to formulate a complete cycle of port security of all facilities in the port area.  All the risk management activities should be appropriated measures in accordance with the international standards and recommendations, mainly those imposed by International Ship and Port Facility Security Code (ISPS Code).

PORT FACILITY SECURITY PLANS

From the APEC meeting 2003, Trade Facilitation in a Secure Environment, PAT agreed that Leam Chabang Port and Port of Seattle will be the pilot project to implement the security plan, named Thailand Secure and Efficient Trade (T-Set).

The objective of T-Set is to:

· secure shipping trade lanes – SST

· operation safe commerce – OSC

· U.S Customs container security initiative – CSI

· Customs – trade partnership against terrorism – C – TPAT

To support this project, PAT has provided the area to install the required equipments and cooperate closely with the customs department.  PAT is also increasing surveillance for 24 hours with the port parameters.

Port Facility Security Officer

In order to build up the capacity and education of the personnel concerned, 4 main areas have to be established:

· Stakeholder coordination – Thai Customs, TIFFA, PAT, SME Export, Promotion Centre and others

· Thai SME internet course development

· Training and outreach APEC – Wide

· Project website

In order to fulfil these, PAT has already approached the International Maritime Security (IMS).  This company has expertise in IMO legislation contained in SOLAS Chapter XI and the ISPS Code, the United States, Canada and United Kingdom’s Maritime Security Acts and many other national maritime instructions on security.  IMS will provide a Port Facility Security Officers (PFSO) Course for both Bangkok Port and Leam Chabang Port.  PAT and IMS are now working together to find the suitable time and also acceptable cost to open the course.

Action to be taken by PAT is as follows:

· Appoint a Port Facility Security Officer (PFSO) who will be responsible for implementation of the Port Facility Security Plan (PFSP).

· Carry out a Security Assessment of the port by a recognised security organisation (RSO) or an organization with appropriate skills to evaluate the security of a port

· Provide security training for the PFSO and port employees engaged in security duties or contract security staff

· Carry out security awareness training for all port employees.

PHILIPPINES ECONOMY REPORT

Please see the attached .ppt file or .pdf file for this report.

PAPUA NEW GUINEA ECONOMY REPORT

Papua New Guinea – Geography

Recent History

Economy

The Maritime Sector in PNG

Shipping

There are currently three PNG-based shipping companies regularly trading Internationally - 

Laurabada Shipping – 
wholly owned by Steamships Trading Company, PNG’s largest private employer which, in turn, is controlled by Swire Group of London and Hong Kong.

Coastal shipping in Southern PNG, one regular vessel regularly calling Australia on long-term charter 

One vessel calling Australia on occasional charters.

Consort Express Lines - 
33% owned by Steamships Trading





Weekly service PNG – Townsville, Australia

CSSL



Owned by Curtain Brothers, PNG & Australia 

Monthly liner service PNG – Townsville, Australia

In addition there are currently two minor players who carry out occasional charter work around the Pacific Area. 

Ports

PNG has 17 declared ports run by the PNG Harbours Limited (formerly PNG Harbours Board), and there is a number of other ports run by private companies such as OK Tedi Mining Ltd, Misima Gold Mine, Lihir Gold Mine, and a host of others run by logging companies.

PNG Harbours’ latest Annual Report – was published earlier this year but covered 1998 – Overseas Vessel calls that year totalled over 2300 spread over 12 of the ports – and of those 423 were fishing vessels which can be discounted as not being under the auspices of ISPS as most would be under 500 tonnes.

More recent statistics show the major port - Lae exchanged 57,000 TEUs, and Port Moresby 26,000 TEUs. It will be clearly understood the, that trade is tiny by World standards. Nevertheless this causes problems of its own, specifically with the occasional ‘soft target’ cruise ship calling at small ports where even police presence is minimal.

In 2001/2002 the Morauta Government attempted to privatise the ports reaching the stage of announcing a preferred bidder – a consortium including Steamships Trading Company and Consort Express Lines – but the process was halted “for review” by the new Government when elected in June 2002.  

It is now considered unlikely the new government will proceed with privatisation of the ports – unless the government runs short of funds towards the end of this year.

During the sale process the potential new operator established that some  $US 20 million was required over seven years to bring the ports up to a reasonable standard. 

Governance of the Maritime Industry

At the present time the Maritime Division of the Department of Transport is responsible for all transport safety policy matters. It is responsible for ensuring that all internationally recognised policies and guidelines are in place and adhered to by all port users. 

Notwithstanding, the Government has clearly signalled its intention to create a National Maritime Safety Authority with financial assistance from the Asian Development Bank (understood to be a $US9 million loan, with the PNG Government contributing $US 1 million).

In particular, for many years Navaids around PNG have been a serious issue with beacons seldom repaired and/or regularly stolen – with no finance available for replacement.       

Around 1999 AMSA carried out considerable work on Navaids under an aid programme. “Thief-proof” solar panels were fitted and the lights brought up to operational standard. Within eighteen months the condition of the equipment was back to square one. 

The new body is currently being established and is envisaged to be fully operational in mid-2004. Although full details have not yet been released it is understood it will assume all responsibilities for Maritime Safety and Security.

It is expected to reduce the manning level of the existing relevant Department from 120 to 40, and it is likely that only a handful of the existing staff will be sufficiently qualified to operate in the new organisation. 

It is planned the new organisation will be self-funded with the majority of the initial finance used to improve the Navaids issue. 

Current Responsibility for Security Enforcement

Security Enforcement agencies 

Ports - 



PNG Harbours Ltd





Department of Transport

Ships - 


PNG Harbours Ltd





Department of Transport





PNG Customs (Internal Revenue Commission)

Cargo - 


PNG Harbours Ltd 





Customs (Taxation Office)





Quarantine (Department of Agriculture)

Crews & Passengers -
Customs

Control of Maritime & Port Security 

These agencies physically visit the sites to carry out their respective tasks as required. For example, when a vessel/ship calls in, each of them play their part at the time of call. 

Degree of Security 

Overall, the degree of security currently in place would be classed as ‘lax’ by any modern measure.

Most ports, although all fenced and physically guarded by security or gatemen, are easily accessible to the general public, and on occasions may be used for fishing. 

We are not aware of any PNG port where even simple surveillance cameras are used, and there is no clock-in system in place to ensure mobile patrols are regularly undertaken.

Even during visits by Cruise Ships, locals wander into the port to view the ship.  

Theft of containers and cargo is fairly regular with Port Moresby experiencing three or four container and/or imported vehicle thefts and/or foiled attempts this year. 

Cargo and equipment theft of minor items is common – tarpaulins being a prime example, stevedoring vehicles being drained of fuel, regular break-ins to on-wharf premises, etc.

Although all vessels are cleared by Customs on arrival, the ongoing surveillance of vessels whilst in port is selective.   

As with many crimes in Papua New Guinea, the perpetrator is either not prosecuted, or the case never reaches court. 

Notwithstanding, the Legal System in Papuan New Guinea is excellent but is, of course, dependent on cases reaching the Courts. This is a major problem area.

Collaboration by Agencies

There is a degree of collaboration between the agencies involved, but this is irregular and may only occur when a specific incident arises.

Although at each port there is a Port Advisory Committee comprising of representatives from the Transport Dept, Harbours, Customs and relevant interest groups few ports have regular meetings as all participants have experienced little action resulting from matters raised at these meetings.

The role of the private sector has been weakened through cynicism and a general lack of interest justified through previous experience in dealing with Government bodies.

Although Legislation exists, it would be reasonable to say it is a ‘toothless tiger’ as lack of Government finance normally prevents any practical action being taken against lawbreakers.

The Good News!

During enquiries made in the two weeks preceding this symposium the delegation was pleasantly surprised at the level of knowledge and understanding of the requirements of ISPS. 

The Department of Transport’s Policy Department are aware of the requirements at the level of Deputy Secretary, although the participant in the rumoured Sydney seminar has now moved from that Department.

The Department of Transport’s Maritime Division – represented here today by Cyril Mudalige – is fully aware of the requirements and has been active in promoting knowledge of the proposed changes

PNG Harbours’ knowledge of the requirements appears to be limited, although we were unable to contact the Director of Operations.

PNG Customs are generally aware of the ISPS Code, however the staff member believed to have attended the rumoured Sydney seminar is currently training Overseas, and was unable to be contacted within the time available. 

Two of the three PNG-based Shipping Companies are fully aware of the requirements and timing, and are well advanced in their planning.

It is generally considered that the planned National Maritime Safety Authority will be an improvement on the current set-up – basically as finance will initially be available.  

Additionally, it is intended that stricter legislation will be introduced with realistic levels of fines to ensure all legislation is fully complied with.

Impact and Potential Problem Areas

We consider the introduction of ISPS will have considerable impact on the current method of operations within the Maritime Industry in PNG.

It is generally difficult to introduce change in the Melanesian Society and considerable education will be required.

We consider there will be little difficulty in the major PNG shipping companies complying with the requirements within the time frame, however we are currently unable to comment on the plans of the smaller shipping companies calling at International ports.  

It is the Delegation’s opinion that should PNG not fully comply within a suitable time-frame quite simply vessels would not be permitted to enter International ports ex PNG – most certainly halting International shipping to and from PNG.

This would be an obvious disaster for PNG as, with no roads into the adjoining country – Irian Jaya - it is, in effect, an island and therefore totally dependent on shipping facilities for export earnings and the importation of basic goods.    

This main problem area will be at Government level and this fact must be made clear to Government at the most senior level, and the relevant bodies.

VIETNAM REPORT

A. Description of the Maritime Sector in Your Country

· An overview of the port and shipping environment in your country

· Number of port facilities: Vietnam has 90 ports with the total length of berths of 23kms.

- Which are major ports? Quangninh Ports, Haiphong City Ports, Danang Port, Vungtau Port, Hochiminh City Ports.

· Number of ship visits annually: 2000: 38830 calls; 2001: 41725 calls and 2002: 54062 calls

· Operation and ownership of ports

- Private, public, mixture:

	
	Agencies
	Number of ports

	Central Authorities (in maritime sector)
	VINAMARINE 
	3

	
	VINALINES
	5

	
	Other ministries and agencies
	31

	
	Army (commercial ports)
	4

	Provincial Authorities
	
	26

	Other Authorities
	Joint Ventures
	21


Do any ports involve two or more port operators in one location? Yes

B. Governance Arrangements

(i) Name the organisation(s) that are responsible for security in the following areas:

1. Ports: Port Operator, Port Authority, Frontier-army

2.  Ships/Vessels: Port Operator, Port Authority, Frontier-army, Shipowner and Classification Society

3.  Cargo (Particularly Containerised Cargo): Port Authority, Police, Frontier-army and Frontier Port Customs

4. Crew Members & Passengers: Port Authority, Police, Frontier-army

(ii) Describe how the identified agencies control maritime and port security in these 4 areas?

All these agencies control maritime and port security via checking ships, her cargoes and all documents of ships and crew members & passengers.

(iii) Do these organisations work together? Although they work independently according to each organizations' functions and laws but there is coordination between them.

If so please describe how? 

Port Authority is a State management on maritime sector in the regions. Port Authority preside the coordination between all other state management organizations and agencies in seaport.

Border Army is in charge of immigration related issues and violation within port areas.

Customs is responsible for cargoes in general.

Port operator is in charge of berths, whare houses and freight yards.

Shipowner is responsible for ships and crewmembers.

Police is in charge of human related matters and violation outside port areas.

They use phone, fax and email to communicate with each other in necessary cases.

(iv) Are there any formal arrangements in place to ensure coordination between organisations? Yes

(v) What is the role of the private sector (trading, customs clearance, shipping interests) in these arrangements? Shipowners and port operators are wholly responsible for security of their ports' areas and their ships

(vi) Does any one organisation have overall responsibility for maritime and port security? Yes

If so, which one and what is its name? The Ministry of Transport has the overall responsibility for maritime and port security in all over the country. In the particular water areas, the organization is Port Authority. 

(vii) Briefly describe existing legislation. 

· Decree No.24/2001/ND-CP dated 30 May 2001 amending and supplementing Regulation on Administration of maritime activities in seaport and maritime zones of Vietnam issued with Decree No. 13/CP dated 25 February 1994 of the Government.

- The Decision of Prime Minister - No. 202/TTg dated 28/12/1992 promulgating the regulations on the cooperation between agencies, organizations on carrying out their duties at Vietnam's Seaports.

- Other professional laws and regulations

C. Progress with STAR, including IMO/ISPS Requirements

· What has been done so far to progress the implementation of STAR and IMO requirements? 

Right after the approval of amendment 2002 of the SOLAS 74, the Ministry of Transport (MOT) has instructed Vietnam National Maritime Bureau (VINAMARINE) and Vietnam Registry of Ship (VR) to carry out a number of preparation works such as: studying, translating, printing the new amendments and ISPS Code; cooperating with foreign partners to learn experiences; dispatching officials to participate to training courses; compiling and distributing materials on guidelines for ship and port facility security, guidelines for ship security assessment, guidelines for developing Ship Security Plan (SSP) and Port Facility Security Plan (PFSP) under guidelines of IMO; preparing to publish a set of textbooks on studying and training port and ships’ security officers. 

The above said agencies have been coordinately organized several Seminars and Workshops in order to widely dissmeninate the new amendments of SOLAS 74 and ISPS Code to all concerned parties including State management officers, ship owners, port operators.

These activities are carried out so that all State management officers, ship owners and port operators have suitable knowledge and properly prepare to implement the requirements of new amendments of SOLAS 74.

i) Provide a brief overview or outline of how your Government intends (or is considering) to implement the requirements.

The MOT affirmed with the Prime Minister and other agencies the need of ratifying and implementing the amendments of SOLAS 74 to Vietnamese ports and all Vietnamese vessels engaged on international voyages. 

The MOT also proposed the Government to officially permit MOT to deploy the implementation the SOLAS Amendments 2002 and to designate VINAMARINE and VR to carry out all necessary measures according their functions and duties. 

(ii) Which organisations are responsible for implementation of the STAR requirements (i.e. IMO/ISPS Code, container security)?

It is the intention of the Government to entrust the MOT to preside and coordinate the other Ministries such as Ministry of Defense (MOD), Ministry of Police (MOP), Ministry of Finance (MOF) on carrying out all professional skills relating to ship and port security in order to comply with the requirements of new amendments of SOLAS 74.

Here is some more detailed information on the relevant organizations:

- MOT: under the authorization of the Government to carry out the responsibilities of "Contracting Government"

- VINAMARINE: under the authorization of the MOT to carry out the responsibilities of "Administration" and "Designated Authority"

- VR: under the authorization of MOT to carry out the duties of "Recognized Security Organization"

 (iii) Is new legislation planned or required? Yes

If so what is it and when will it be enacted? A Decision of Minister of Transport defining the responsibilities of the relevant agencies on implementing of the SOLAS Amendments 2002. It will be enacted by the end of this year.

D.  Impact

(i) What assessment has been made on the impact on trade, customs management and shipping of maritime and port security measures in place or to be adopted? Because, we have not actually put in to practice, so that we have not got any assessment yet.

What costs will be involved in these areas? 

(ii) Has the private sector (eg. shipping operators) been consulted on implementation of STAR? Yes

Eg. Have discussions taken place with shipping operators in regard to ship and port security measures? We have provided them with related materials, guided and required them to carry out necessary steps to comply with requirements of SOLAS Amendments 2002.

E. Assessment of Assistance that may be required to meet obligations

(i) In identified areas of difficulty: Are there areas where special assistance is likely to be required? Yes, they are training and experiences areas.

(ii) Any suggested ways they might be addressed

- Arrangement for our State management officers and for those who will be security officers of private sectors to attend related training courses.

- Providing us the information relating to other countries experiences on the implementation of new amendments in both verbal and writings.
PEOPLE’S REPUBLIC OF CHINA REPORT

I. The Current Situation of China’s Maritime Sector

· The maritime transport industry

· The development of ports

1. The Maritime Transport Industry

· The fifth largest shipping nation of the world

· The most important transport means for the country’s foreign trade

· Rapid development in maritime container transport


(1) The Fifth Largest Shipping Nation of the World 
Source: UNCTAD (as at 31st Dec. 2001)

(2) The most important transport means for the country’s foreign trade

· Total transport volume of foreign trade cargo: 720 million tons (2001)

· 650 million tons transported by water (most by maritime transport)

(3) Rapid development in maritime container transport

· In 2002, total throughput of containers: 37 million TEUs, an increase of 34.6%

· An average annual increase of more than 30% since 1989

· Large container carriers

Container Carriers
Source: CONTAINERISATION INTERNATIONAL

The Development of Ports

· 33441 berths altogether, 3718 berths at sea ports (as at 31st Dec. 2001)

· Total throughput in 2002: 2.68 billion tons; an increase of 11.6%

· Ports with an annual throughput of more than 100 million tons: Shanghai, Ningbo, Guangzhou, Tianjin, Qinhuangdao, Qingdao and Dalian

Ranking of Container Throughput 2002
Source: CONTAINERISATION INTERNATIONAL Unit: 10,000 TEU
II. Maritime Security Issues in General

· Great importance attached by the Chinese government

· Active participation in international cooperation

Great Importance Attached by the Government
· Ministries involved: Ministry of Communications, Ministry of Public Security, General Administration of Customs

· A coordination mechanism to be established

Active Participation in International Cooperation
· Under the framework of international for: IMO, APEC

· Bilateral cooperation: with USA, EU members

III. Port Security

· Competent authorities

· Convention implementation

· Possible difficulties and problems 

Competent Authorities  - Ministry of Communications

· Security of port facilities

· Departments of Public Security in more than 30 ports   

· Ministry of Public Security

· General Administration of Customs

Convention Implementation

· Investigation

· Personnel training and work plan making

· Approval of security organizations

· Security assessment and formulation of security plan

· Identification of security measures

· Identification of security grades, means of notification and requirements for the content of security declaration

· Alternative security agreement

(1) Investigation

· Quantities, distribution and ownership of facilities at open ports (international ports)

· Responsible authorities at ports without public security agencies

(2) Personnel training and work plan making

· Training arrangements for police officers in ports: knowledge and skills for convention implementation

· To study and make work plans for convention implementation  

(3) Approval of security organizations

· To exam and approve security organizations

· To identify the work requirements for the approved organizations 

(4) Security assessment and formulation of security plan

· To identify ports that need security officers and security plans

· To make overall assessment of the current security situations of port facilities in accordance with ISPS

· To exam and approve port security plans and conduct relevant tests 

(5) Identification of security measures

· Construction of security infrastructure, including alarm system, lighting system and CCTV system

· Organization of training for security officers and establishment of security agencies

· Establishment of security work mechanism

(6) Identification of security grades, means of notification and requirements for the content of security declaration

 (7) Alternative security agreement

· For short-distance international routes


Possible Difficulties and Problems 

Time constraints

· No unified specifications for security assessment and planning

· Personnel training

· Enormous investment of manpower and capital

· Security infrastructure construction

· Trial operation, readjustment and improvement

IV. Ship Security 

· Competent authorities

· Convention implementation

  Ministry of Communications

·  Maritime Safety Administration

Convention Implementation

· Identification of competent authorities

· Security organizations

· Requirements for specific ships

· Requirements for shipowners, ship operators and managers

· Measures targeting all ships calling or tending to call at Chinese ports

(1) Identification of competent authorities

· Ministry of Communications: implementation of IMO conventions

· Maritime Safety Administration (MSA)

(2) Security Organizations 

Responsibilities

· To approve ship security plans

· To assess and exam ship security

· To issue International Ship Security Certificate

Requirements

· To formulate relevant procedures

· To formulate the sample of International Ship Security Certificate

· To pass examinations of MSA

(3) Requirements for specific ships

· International passenger ships (including high speed passenger ships), tankers, chemical carriers, gas carriers, bulk carriers and high speed cargo carriers

· To be equipped with AIS, security alarming system, permanent distinctive number or letters, Continuous Synopsis Record, International Ship Security Certificate and approved security plan  

(4) Requirements for shipowners, ship operators and managers

· To implement all the work relating to ship security

· To formulate security plans for all vessels involving in international shipping

· To conduct training for security officers

· To apply for vessel security assessment

· To acquire International Ship Security Certificate

(5) Measures targeting all ships calling or tending to call at Chinese ports

· To supervise implementation of ship security measures

· To take security measures

· To be implemented together with port state control (PSC)

SESSION SIX:  REPORT OF FACILITATED DISCUSSION

Indonesia, Thailand, Chile, Chinese Taipei, Singapore, Brunei, Malaysia. Helen Dorning, Terry Conway, Doug Knight, Ian Porter

Challenges In Implementing the Maritime Security Regime

Issues Addressed

· Awareness

· Roles and Responsibilities

· Implementation

· Assistance Required

Awareness

· Broad awareness of ISPS Code requirements in most economies but some more advanced than others

· It was agreed that this was an international regime and not just a US requirement 

· Some economies have delivered conferences / seminars to industry stakeholders to enhance awareness.

Roles & Responsibilities

· There was a clear need to identify lead agency for maritime security and for implementation of ISPS Code.  This was a high priority.

· There was also a need for coordination within economies including in:

·  customs, defence/navy, foreign affairs, immigration, coast guard, police, 

   maritime safety, offshore industry, private sector

APEC Coordination

· There is a need for focal contact point in each economy to be established.

· Details of APEC Counter-Terrorism Task Force membership would also help in exchanging information.

· International cooperation with trading partners and APEC economies would be important.

· Regional cooperation e.g. Marine Electronic Highway, was also required.

Implementation

· Training was a high priority to achieve implementation.

· Need for IMO Model Training Material (expected September 2003) was clear

(draft material currently available).

· Accreditation of training organisations was also an issue which needed to be addressed.

· New national legislation may be required for many jurisdictions and this may be difficult

· Clarification was required on application to port facilities

- 
Serving ships on international voyages?

Assistance Required

· APEC needs to provide further guidance to economies

· “How to” guides on security assessments, plans, risk management, establish    

threat context was required and this was also a high priority.

· Training for Company Security Officers, Ship Security Officers, Port and Facility Officers was well as training for Administrations was also a priority.

Passenger / Crew Security

· ILO and Seafarer’s Identity Cards would need to be examined as a matter of priority

· Screening of unaccompanied baggage was also an issue

· Screening of passengers / crew

· Validity of certificates, passports, identification cards need to be examined also.

Cargo Security

· CSI applies now in top 20 Megaports

· Dangerous goods / hazardous substances was an important issue

· Accuracy of dangerous goods manifest was a matter of priority

· Need for information sharing by Customs in APEC economies

· Education of shippers and freight forwarders on new international requirements was also important.

Port and Terminal Security

· Hub ports and transhipment presented different and difficult issues

· Fixed and floating offshore platforms and MODU’s on location were part of the plan

· Liaison between Ship Security Officer and Port Facility Security Officer would be important

· Roles and Responsibilities in the port environment need to be defined.

Ship Security

· Problems for flag states with foreign crews (verification of identity) was a priority issue

· Training was important

· Delegation of recognised security organization (RSO) function for assessments, plans and International Ship Security Certificate was a matter of priority

· Auditing of RSO’s would also be required

· Extra responsibilities for Ship Security Officer and fatigue was also an issue.

SESSION SIX:  REPORT OF FACILITATED DISCUSSION

Philippines, Papua New Guinea, Vietnam, Peoples Republic of China, Canada, Hong Kong, China, Steve Dreezer, Sarah Bilney, Catherine Harris, Neil Pollard, Tony Cousins, Terence Dalton

Challenges In Implementing the Maritime Security Regime

Passenger and Crew Security

High Priority

· Need for coordination at country and port level

· Better networking both public and private sector

Other Priorities

· Work load issues – potential to overburden crew

· Passenger and baggage screening

· Infrastructure

· Processes and procedures

· Standards

· Costs – WHO PAYS?

· Balance between security and human rights

Cargo Security

High Priority

· Achieving balance between security and trade facilitation 

· Obtaining access to better information (coordination and sharing)

Other Priorities

· Need agreement about security in transit – how is it achieved?

· Information sharing on dangerous and hazardous cargoes

· Selling the concept to stakeholders (good security = good business)

Port Terminal Security

High Priority

· Need to determine what is acceptable security in terms of standards (benchmarking – measuring of one port against what is considered to be acceptable in another port)

Other Priorities

· Workers (Stevedores) acceptance of higher security standards

· Assistance in developing port security plans

· Training those responsible for implementing plans

· The need for cooperation of law enforcement agencies

Ship Security

High Priority

· Protection of ships from the water side – How to do it?

· Knowing the boundaries of responsibility

Other Priorities

· Judging the ongoing validity of instruments and assessments

· Need measures to ensure information about ships is available from industry (shipping companies)

Training

High Priority

· Training the number of people and the time available to do so

Areas in Which Training Is Required

· Risk assessment for ships, ports etc

· IMO Courses tailored to local requirements (not available until September 2003)

· Crisis Management

Other Issues

High Priority

· Who is responsible for implementing the code (resources)

· Who pays?

Other Priorities

· National legislation needs to be put into place (need to interpret the International code)

· International cooperation

· Commonality

· Minimum Standards (acceptance to all countries)

· Good information Sharing

· Good relationships between countries

· Selling concept to stakeholders e.g. shipping companies and commercial port authorities

OUTCOME OF SESSION NINE

AGREED ISSUES OF CONCERN AND THEIR PRIORITY
Challenges In Implementing the Maritime Security Regime

GENERAL ISSUES

1. In recognising the target implementation date of 1 July 2004 the following are of concern:

· Awareness at political level

· Awareness at public level

· Awareness at private sector level

· Uniform application

2. The relevant Lead Agency needs to be identified and the following taken into account:

· Ministerial support

· Inter-agency coordination and cooperation

· Commercial interests

· Public interests 

3. Conversion of ISPS Code into national legislation was a priority.

· Need to adapt to specific context of individual countries

· There may be a need for interim measures

· And to identify appropriate level in each administration to take action

4.  There was a need to identify cost allocation between government and industry

· recognising not all ports and ships but only those engaged in international trade needed to be covered

5. Each economy had to be satisfied that it has made sufficient progress

WHO PAYS?

This was a fundamental issue.

There was a need to identify:

· Resources required for implementation

· Resources required for operational issues

· Initial costs

· Passing on costs to others

i.e. shippers / freight rates / consumers

· Government contribution to commence process

· Cost sharing / partnership

· Access to external financial assistance (eg through development assistance programs)

· Concern with magnitude of problem

(What would be cost of not doing it?)

TRAINING

Key areas where training required:

· Government Officials – Awareness Training

· Those who will implement ISPS Code

· Risk Management (training) in preparing

· Security Plans (ports)

· Security Plans (ships)

· Application of Risk Management Principles to Implementation of ISPS Code

· Identification of training providers (accredited training organisations)

· Need to identify appropriate level of security i.e. don’t need to go for Rolls Royce option

· Use IMO syllabus – drafts available ASAP

· Access to existing maritime training institutions in own country

· Flag ship state company / ship owner will implement

· Flag ship security Officers training specific to its requirements – using IMO

· Area of greater concern is Port Security

SECURITY

· Risk management tools including container monitoring, x-ray, and effective intelligence 

· Determining roles and responsibilities

(lead agency and other agencies which need to be involved, as well as the role of the private sector)

· Need for cooperation / information sharing

· Identify time table

· Military Vs civil agencies (jurisdictional issues)

· Ports run by government Vs private sector

· Training in security survey and certification was required.  The issue of the production line beyond the Port Security area needed to be addressed.

Passenger and Crew Security

· Time frame to be established

Cargo Security additional issues include:

· System of recognised past performance for industry (eg C-TPAT, Accredited Client Program)

· Supply chain security 

· Secure systems for PAX and PAX Bass Coordination

There are also additional ship security issues to be addressed.

PRIVATE SECTOR INVOLVEMENT

· Difficulties consulting with private sector and the need to identify appropriate mechanism to consult was a priority.

· Identification of single agency

· Problems of imposing sanctions on ships

· Imposing sanctions on private sector would cause major problems

· Regional level cooperation within APEC was most important

· Very low participation from private sector in APEC Transportation working group in the past

· Many opportunities for economies to obtain assistance through APEC funded projects.

AUSTRALIA’S COUNTER-TERRORISM ARRANGEMENTS AND THE IMPORTANCE OF THE APEC STAR INITIATIVE

Andrew Metcalfe

Responding to the terrorism challenge 

Combating terrorism is a major challenge for all of our governments – this responsibility cuts across many administrative jurisdictions and government agencies – it is of course a major challenge for the private sector as well.  

Terrorism is no longer confined to the world’s trouble spots and its reach is now global – no country or jurisdiction can be complacent.  

It poses a direct threat to Australia’s interests; particularly trade in the crucial Asia-Pacific region. 

The nature of the threat is unprecedented – it is asymmetric and unconventional - who would have thought that airliners would be used as weapons or that small boats would be used as they were in the USS Cole case? 

Therefore, response plans – prevention, response and consequence management - need to be more comprehensive than ever before.  

Effective counter-terrorism planning depends crucially on having good coordination mechanisms between agencies and between various levels of government within countries - it also depends on strong cooperation between countries. 

In order to shut down terrorists, it is critical that all law enforcement, security, intelligence, and border protection agencies are fully in the loop about the activities of persons of concern – there cannot be information gaps – as apparently occurred in the case of 9/11. 

Australia’s counter-terrorism arrangements

Before discussing Australia’s overall approach to the APEC STAR initiative, I thought it useful to give you an overview of Australia’s counter-terrorism coordination arrangements.

The Department of the Prime Minister, where I am a Deputy Secretary, has a lead role in ensuring strong coordination both within the Commonwealth, and between the Commonwealth and the States and Territories on terrorism issues.

In response to the heightened level of threat from terrorists, Australia has reviewed and strengthened its counter-terrorism coordination arrangements. 

A key step was the establishment of the National Counter-Terrorism Committee (the NCTC) last October – it is a high level national body chaired by me

Its role is to contribute to the security of the Australian community through the coordination of a nation-wide cooperative framework to counter terrorism and its consequences.

The NCTC comprises key Commonwealth agencies, representatives from State first ministers’ department and deputy police commissioners from each state and territory. 

The NCTC:

· has developed and will maintain the National Counter-Terrorism Plan;

· provides expert strategic and policy advice to heads of government and other ministers;

· coordinates effective nation-wide counter-terrorist capability; 

· maintains effective arrangements for sharing relevant intelligence and information between jurisdictions.

Of interest to you, a focus of the NCTC’s current work programme is transport security issues, including maritime security and the implementation of the new IMO regime for ship and port security.

As I mentioned a moment ago, a key part of the NCTC’s work is the National Counter-Terrorism Plan and on 11 June 2003, the Prime Minister announced details of the new Plan:  

It provides the framework for managing the national counter-terrorism arrangements, including responsibilities and mechanisms to prevent or, if they occur, manage, acts of terrorism and their consequences.  

Under the plan, the Commonwealth has responsibility for dealing with national terrorist situations.

The Plan has been agreed by all jurisdictions and is publicly available on the national security website.

Counter-terrorism arrangements for different industry sectors are being developed in accordance with the overarching arrangements set out in the Plan. 

I would also like to note that the Prime Minister has a strong national leadership role in relation to national security - during a declared national terrorist situation, should one ever occur, we can expect that the Prime Minister would take the lead in informing the Australian public and coordinating the national response.

There are a number of mechanisms supporting the Prime Minister in this role:

he chairs the National Security Committee of Cabinet;

which in turn is supported by the Secretaries’ Committee on National Security (involving agency heads).

There is also a Commonwealth Counter-Terrorism Policy Committee, which brings together senior representatives from Commonwealth agencies with security responsibilities.  

The Committee is also chaired by me and has a domestic focus:

it shares information about the development of policy with counter-terrorism implications; 

it develops a strategic overview for counter-terrorism policy development; and

articulates Commonwealth objectives for domestic counter terrorism policy.

There is also another Commonwealth Committee – the International Counter-Terrorism Coordination Group - which focuses on coordinating and developing policy for Australia’s international counter-terrorism engagement.

This committee is chaired by the newly appointed Ambassador for Counter-Terrorism, Nick Warner – the government has created this position to spearhead Australia’s international engagement on terrorism.

Mr Warner will also report to the NCTC. 

The threat posed by Jemaah Islamiyah and other terrorist groups will remain a major security challenge for the region for some time – these terrorist networks transcend borders and we need to do all we can to work together to remove them.

The Ambassador will therefore develop further initiatives to enhance Australia’s cooperation with other countries; particularly in the South East Asia region, and to assist countries’ increase their counter-terrorism capability through targeted capacity-building assistance.  

The value of the APEC STAR initiative

As we have seen so starkly following the Bali bombings, terrorism is not simply a security problem – terrorist attacks also disrupt economic activity, impacting heavily on business and consumer confidence, investment and particularly the tourism industry.

To put it simply, APEC and other economies cannot have prosperity without security – terrorism directly affects people’s livelihoods. 

So we need to do what we can to ensure that terrorism does not disrupt commerce – especially the movement of goods and people – while at the same time preventing these flows from being a conduit for terrorist activity.  

It was for these reasons that APEC Leaders’ at Los Cabos, Mexico, last October explicitly recognised that the fight against terrorism needed to include measures to protect economic assets and channels – such as transport networks – through which business and trade are conducted.  

The bulk of these measures fall under the Secure Trade in the APEC Region of STAR initiative.  

While you will be well aware of course of what the maritime components of the STAR initiative are, I will briefly outline the other key elements of STAR: 

· a container security regime;

· strengthened cooperation between governments and the private sector to secure the supply chain for goods;

· development of ship and port security plans by July 2004;

· baggage screening in international airports by 2005;

· the implementation of advance passenger information systems to facilitate the movement of people and also increase security at the border; and 

· the exploration of biometric techniques for passenger entry and exit procedures. 

From Australia’s perspective, STAR covers a very important niche in the international counter-terrorism effort – international goods and people flows are the lifeblood of the Asia-Pacific region’s economic well-being – for Australia, the value of international trade is worth 42 per cent of GDP – for many APEC economies this is even higher.

Another important dimension to STAR is that the initiative reflects and operationalises the fundamental shift in thinking about the transportation of goods and people – there will be an increasingly close nexus between the security and efficiency of goods and people movement – you will not be able to have one without the other. 

The security measures applied to ports and ships and supply chains will increasingly impact on the handling and speed of processing by Customs and port authorities.  

As you would be aware, the United States has taken a number of related steps already, including in relation to its Container Security Initiative and the introduction of the 24-hour advance manifest regulation. 

The latter requires carriers to submit a cargo declaration before the cargo is placed on board a vessel destined for the United States – this enables US agencies to pre-screen cargo and fast track processing on arrival if all checks are in order.

Australian shipping companies have been complying with this 24-hour advance manifest requirement since its introduction last November. 

US Customs has also begun work with US industry to certify companies that have secure supply-chains to increase security and facilitate processing. 

So the STAR initiative is also playing an important role in ensuring APEC economies take early steps to put in place transport security measures so that they are not disadvantaged by international transport security developments. 

Australia’s implementation of STAR

So where is Australia in implementing STAR? – Australia has already met many of the STAR commitments and we are well advanced in implementing the remainder.

We are already using sophisticated technology, intelligence gathering and risk assessment techniques to protect Australia’s borders. 

Of particular interest to you, and I understand this was covered in more detail by Andrew Tongue from our Department of Transport and Regional Services earlier in the week, the government is working to implement a comprehensive security regime to protect our maritime sector from the threat of terrorism, including measures to implement the IMO’s International Ship and Port Facility Security (ISPS) Code.

This will involve the development of security plans for each port, port facility and Australian flagged ships engaged in international shipping and the implementation of appropriate security measures.

In relation to container and cargo security, Australia’s customs risk management system is being further enhanced with the introduction of a new integrated cargo system that will bring together systems for screening and processing exports and imports. 

On aviation security, 100 per cent baggage screening for all international flights will be brought into effect by 31 December 2004, a full year ahead of the deadline imposed by the International Civil Aviation Organisation. 

In addition, domestic terminal operators will be required to have a permanent checked bag screening capability by the same date. 

Air Security Officers have flown on domestic routes since the end of 2001 and the government is working to extend coverage to key international sectors as well.

On supply chain security issues, the Department of Transport and Regional Services is working with peak logistics and transport industry organisations to identify steps that industry can take to improve security along the supply chain, including on security awareness and measures and workforce selection and identification systems.

Australian transport ministers have established a Commonwealth-State working group to develop a National Transportation Strategy – the strategy will ensure a coordinated approach to security across the passenger and freight transport network.

On movement of people issues, Australia is a world leader in border control systems and is leading work in the region on the development of advance passenger information (API) systems. 

API systems enable details of persons travelling to a country to be forwarded by an airline to the border management authority prior the person’s arrival – helping to prevent persons of concern boarding flights to or entering the destination country.

Australian capacity-building assistance on STAR

While the Australian government is focussing on our own implementation of the STAR initiative, we also that realise it is very difficult for some developing economies to meet some of their STAR obligations, particularly in respect to maritime security and also in relation to people movement processing. 

Australia’s hosting of this maritime security symposium and our planned in-country maritime capacity building workshops to be held in Indonesia, China, Vietnam, Philippines, Papua New Guinea and Thailand during September and October this year are a tangible demonstration of our commitment to assist APEC economies meet their STAR and IMO maritime security obligations by July 2004. 

This is assistance is also indicative of the importance Australia attaches to enhancing maritime security in the APEC region. 

Australia is also working closely with APEC economies to expand the adoption of advance passenger information systems for processing people movement

We have conducted feasibility studies for the implementation of API systems in several economies (Malaysia, Thailand, Indonesia and the Philippines) and have undertaken to conduct such work in eight more economies during 2003 and 2004 (Brunei, China, Chile, Chinese Taipei, Korea, Mexico, PNG and Peru).

Conclusion – the value of the STAR initiative

As I noted earlier, from Australia’s viewpoint, the STAR work forms a very important part – that of securing trade and people movement - of the overall counter-terrorism effort. 

As well as focussing on implementing existing commitments, the Australian Government believes the STAR initiative provides an excellent platform to further enhance regional counter-terrorism cooperation through new cooperative initiatives.  

One area where we will be encouraging additional cooperation is on the development of a regional immigration alert list system. 

Building on current API work, this is an effort to develop a region-wide cooperative framework to share, electronically, information on persons of concern.  

We are looking at other areas where we can expand and deepen the existing STAR initiative measures. 

In closing, I wish to underline that all APEC economies need to work closely together on ship, port, aviation and supply-chain security, and that Australia will help developing economies where we can, such as we have in hosting this symposium, to implement STAR. 

Thank you. 

RESPONSE BY DOUG KNIGHT

TO PRESENTATION BY

MR ANDREW METCALFE, DEPUTY SECRETARY, DEPT.OF PRIME MINISTER AND CABINET

AUSTRALIA’S COUNTER-TERRORISM ARRANGEMENTS AND THE IMPORTANCE OF THE APEC STAR INITIATIVE
Firstly, I on behalf of Worley Risk Management and our alliance partner AMC Search, I would like to offer our sincere thanks to the Australian APEC Study Centre and the Department of Transport and Regional Services for the opportunity to attend this activity and to contribute in a small way to the outcomes.

Prior to my formal thanking and response to Andrew Metcalfe I would just like to advise that I have distributed to each of you a brochure on the services and maritime security capabilities offered by the strategic alliance between Worley and AMC Search and our ability to deliver some of the ISPS training and assessments that Steve Dreezer and others at this symposium have spoken of previously. To date we have been delivering technical maritime training to DOTARS staff, and ISPS related courses to maritime industry personnel within Australia and will shortly be delivering these courses overseas within the Region.

Andrew, on behalf of my fellow attendees at this APEC Symposium I would like to offer our sincere thanks to you for taking the time out of what must be a very busy schedule to come down to Melbourne and deliver us a very informative presentation on Australia’s counter-terrorism arrangements and the importance of the APEC Star Initiative.

Andrew’s presentation provided a good insight into the new governance arrangements for counter-terrorism within Australia and particularly the new National Counter Terrorist Plan (NATP), several copies of which I have brought along today for general interest.

The initiatives of the newly reissued NATP and the establishment of the National Counter-Terrorism Committee (the NCTC) last October combined with a clear focus on significantly improving Regional information sharing arrangements bodes well for the future. Also the clear recognition by the National Counter-Terrorism Committee of the national importance of transport security issues, including maritime security and the implementation of the new IMO regime for ship and port security particularly within the APEC STAR initiative.

Hopefully in the near future many attendees will be recipients of security and threat information that will be made available as a result of the International Counter-Terrorism Coordination Group which will be coordinating and developing policy for Australia’s international counter-terrorism engagement particularly within the Region. This effort will be spearheaded by the newly appointed Ambassador for Counter-Terrorism, Nick Warner.

Andrews’ comments on the continued threat from groups including Jemaah Islamiyah within the region provide great incentive for all of us to embrace the new initiatives for security within the maritime and transport industries and the prompt implementation of the ISPS code where appropriate.

Also his comments on the value of the APEC STAR initiative and the adverse effects of the Bali bombings being experienced locally on economic activity and heavily impacting on business and consumer confidence, investment and particularly the tourism industry, were very pertinent.

To put it simply, APEC and other economies cannot have prosperity without security – terrorism directly affects people’s livelihoods. 

So we need to do what we can to ensure that terrorism does not disrupt commerce – especially the movement of goods and people – while at the same time preventing these flows from being a conduit for terrorist activity.  

Andrew spoke of the maritime components of the STAR initiative being: the container security regime and strengthened cooperation between governments and the private sector to secure the supply chain for goods. The development of ship and port security plans by July 2004 and improvements in baggage screening, advance passenger information systems and the exploration of biometric techniques for passenger entry and exit procedures were of interest. 

Andrew also mentioned some of the US initiatives already undertaken to improve security in the maritime industry.  I was in the US in April-May in the Port of New York and New Jersey and had the opportunity to see first hand how they were attempting to resolve their security shortcomings. It was also very useful to see that industry was very vocal in advising Government that the additional security measures applied to ports and ships and supply chains will increasingly impact on the handling and speed of processing by Regulatory and port authorities and that this could adversely effect the economy.  However there have been positive spin offs from these new initiatives and as mentioned on Wednesday by Trevor, my advice whilst in the Port of New\ York was that the financial savings as a result of reduced shrinkage from the ports has almost paid for the security upgrades. Also there has been a significant improvement in public confidence with regard to port and maritime security.

Andrew also mentioned Australia’s capacity-building assistance on STAR within the APEC Region and I’m sure many of you present will have some future involvement with the planned in-country maritime capacity building workshops being held in Indonesia, China, Vietnam, Philippines, Papua New Guinea and Thailand during September and October this year.

How can Industry Help with Counter –Terrorist Activities?

I’d like to briefly mention how I believe that industry could assist governments with their Counter terrorist efforts. 

Like Ports and maritime organisations who are experiencing difficulties with security and the potential implications of the ISPS Code many counter-terrorist forces, be they police or military, do not have much experience with counter-terrorist operations in the maritime environment. Thus they are also seeking to obtain what Steve Dreezer refers to as “domain awareness”. Having been previously involved in the planning and conduct of this type of training and operations I can only emphasize that it is critical for counter-terrorist forces to have opportunities to visit ports and facilities and be exposed to the many challenges of operating within that environment. They also need to be able to conduct security and counter terrorist exercises within Ports and on board ships and this fits neatly into the ISPS requirements for security training and exercise requirements. This however needs to be well managed and to fit in with ship operations and maintenance schedules. This is a good opportunity to establish good rapport with the counter terrorist forces and also to identify who within that structure may be able to provide meaningful input into the Security Assessment.

I would however also caution you that just as we don’t release sensitive sections of a Ship Security Plan, we should also exercise caution in whom we expose sensitive details of our Port Facility and Port Security Plans to. Unfortunately not all personnel remain loyal or trustworthy throughout their lives and therefore we should not provide the opportunity for such persons to have sensitive access to critical operational port or ship security information.

In conclusion again I wish to thank Andrew for his very informative presentation and also the Symposium organisers for the opportunity to respond and represent a few thoughts on how we in industry can assist with counter terrorist activities.

IMO ISPS Code
Security Assessments and Plans

Steve Dreezer and Terry Conway

Transport Security Division

DOTARS

Discussion

· ISPS Code requirements

· Risk management standards - 4360

· Port facility and ship security assessments

· Port facility and ship security plans

· Model Security plans - common themes

· Relevant skills and experience.

ISPS Code

· IMO requirements for security assessments and plans apply to:

· passenger ships, including high speed craft;

· cargo ships of 500 gross tonnes - upwards; 

· mobile off-shore drilling units (MODU’s) on international voyages; and

· port facilities serving such vessels engaged on international voyages.

Some Key Challenges

· Tight timeframes for IMO compliance by 1 July 2004

· Significant numbers of security assessments and plans to be reviewed and approved

· Approved security assessments and plans will need to be in place by 30 July 2004

DOTARS Maritime Risk Assessment Model












Security Assessment Principles

· Security assessments provide a solid risk based approach to the implementation of preventive security planning measures to counter terrorism.

· Senior management requires information on security risks in order to make well informed decisions regarding preventive security measures.

AS/NZS 4360:1999 – Risk Management Standard

· Security assessments should be conducted using a recognised risk management standard, such as AS/NZS 4360:1999 or US Coast Guard guidance materials.

· DOTARS encourages stakeholders to prepare security assessments in accordance with the 4360 standard.

Steps in the 4360 Risk Assessment Process

· Establish the context

· Identify risks   - what can happen and how can it happen?

· Analyse risks - determine likelihood and consequences

· Evaluate Risks – set risk priorities

· Treat Risks 





















Port Facility Security Assessments

· Security assessment requirements apply to all facilities servicing SOLAS cargo and passenger ships on international voyages.

· Port facility security officers will ensure that security assessments are conducted. 

Port Facility Security Assessments

· PFSAs shall include, at least, the following elements:

· Identification and evaluation of important assets and infrastructure;

· Identification of possible threats and their likelihood of occurrence;

· Identification, selection and prioritisation of counter measures and procedural changes; and

· Identification of weaknesses, including human factors, in infrastructure, policies and practices. 

Ship Security Assessments

· Ship owners or operators of SOLAS Cargo and passengers ships are required to complete ship security assessments.

· Company ship security officers will be expected to ensure that ship security assessments are carried out.

· Assessments should include on-scene security surveys and identify and evaluate key ship board operations. 

· It would also be expected that ship security assessments consider trading routes when identifying security risks.

Security Assessment Reports

· Port facility and ship security assessment reports will be required to be submitted to Contracting Governments for consideration of approval. 

· The results of security assessments should form the basis of preventive security planning - clear linkage to security plans.

Security Plans

Overview of Plans

· Describe the systems used to deliver security outcomes prepared by security officer or third party

· Port facility security plans to be approved by Government

· Ship security plans to be approved by flag State

· International Ship Security Certificate issued, which is to be reviewed at 5 year intervals

Tailor Security Plan Coverage

· Ports can utilise multiple or single plans

· multiple plans = plans developed for specific port areas/ facilities

· single plan = one plan detailing common measures with annexes citing any differences

· Ship plans must be single plans need to be specific to the ship discretion of master also to be noted
IMO / ISPS Security Levels

A Risk Based Strategy

Security Level 1

…”Normal”…

The level for which standard security measures shall be maintained at all times

Security Level 2

…”Heightened”…

The level for which appropriate additional security measures shall be maintained for a period of time as a result of heightened risk of a security incident

Security Level 3

…”Exceptional”

The level for which further additional security measures shall be maintained for a limited period of time when a security incident is probable or imminent, although it may not be possible to identify the specific target

Common Characteristics

	
	Port Facility
	Ship

	Security Structure
	(
	(

	Basic Security Measures
	(
	(

	Heightened threat responses
	(
	(

	Devolved responsibilities
	(
	(

	Access controlled areas
	(
	(

	Training arrangements
	(
	(

	Contact details
	(
	(

	Review / internal audit
	(
	(

	Ship communications
	
	(


Security Plans Required By?

IMO requirement is for ship and port facility security plans to be in place by 1 July 2004 (ISPS Code).

By then regulated ships and port facilities receiving such ships must:

· Have an approved security plan that is in force at all times and:

· Comply with the plan

Relevant Skills and Experience

Persons with appropriate skills and experience should conduct security assessments and prepare plans.

A good understanding of risk management standards and basic security planning principles is required.

Seek expert assistance where necessary.

Conclusion

Security assessments are an extension of good risk management processes.

Effective security planning is recognised as a good business practice.

Security measures can result in shared regional and international benefits that counter terrorism.

Customs and Risk Management

Summary of Presentation by

Brian Hurrell

Regional Director Victoria

Australian Customs Service

The Department of Transport and Regional Services (DOTARS) has responsibility for risk management at the strategic level for port and maritime security.

Customs applies the same risk management methodology at a strategic level for its Border protection responsibilities. At an operational level it decides on the basis of risk assessment where and how to apply its resources and what the level of priority should be.  To do this there is a need for plans on how to treat various levels of risk.

While it is common not to have assessed a particular risk as likely the consequences can be very high for example:

· No one would have assessed as likely that a ship from North Asia would have sailed all the way to southern Australia laden with narcotics. But it did happen and has led to reassessment of risks 

Plans always need to be developed and then tested as in reality nothing goes exactly as expected.

At the operational/tactical level how does Customs approach risks?

· The key is information which is the life blood of any customs service

· Customs services must know their environments – what they need to know,

· what is happening on the ground, where the controls are, where the 

· responsibility lies, details of cargoes and vessels

· They also need to have close relationships with and to share information with 

· other services – this is critical

· The Regional Intelligence Liaison Office of the World Customs Organisation 

· is also a useful source of information

· Bilateral agreements are also a useful means for achieving information 

· exchanges 

Cargo information was presently being provided by exporters/importers and customs brokers/freight forwarders. In the past shippers had little knowledge and little perceived responsibility for the cargo being carried on their vessels. That environment has changed forever.

Cargo information is now required by the Australian Customs Service 24 hours in advance of the vessel’s arrival. The shipper must know exactly what the vessel is carrying. In the near future this information will be required 24 hours in advance by electronic means.

At present two systems of information are used – one from brokers/freight forwarders/exporters/importers and another from shippers. These systems will be replaced by one integrated system next year. This will allow the information from both sources to be assessed and appropriate risk assessment based on that data to be made

Customs has to work closely with industry in order to address the issues. For example the use of electronic systems to track cargo needs to be examined with the private sector to see if they are vulnerable – can they be overridden to allow goods to be sent which should not have been? Who has control of them?

Another major task in cooperation with the private sector is to identify who is operating in the environment? Are there criminal operators who will subvert systems irrespective of whether the final beneficiary may be a terrorist? What can be done about it? There is a need for similar personnel checks and controls that apply in the aviation sector but there are sensitivities involved

SESSION TWELVE:  SUMMARY OF DISCUSSIONS

Implementing the ISPS Code

There was considerable discussion as to whether it was possible to meet the July 2004 deadline. Participants recognised that there was a great deal to do in a short period. Although some APEC economies felt that implementation on time may not be attainable and there may be a need to extend the deadline, it was agreed that the Code contained sound principles and all economies should try very hard to meet it particularly given the commitment made by APEC Leaders to the STAR initiative including the implementation of new maritime security requirements. This would require considerable effort. Concern was also expressed that falsification may result if some countries cannot meet the deadline. It was pointed out that some shippers made it a practice now not to notify of dangerous goods. It was important that the IMO be aware of the difficulties being faced in meeting the deadline.

It was also pointed out that the Code contained some flexibility in terms of Part B, which provides Contracting Governments with guidance on the processes and considerations needed to successfully implement the ISPS Code. 

Awareness
In order to implement the code it was essential that the level of awareness of the issues being faced and their importance be increased at minister and senior officials levels. The ISPS Code needed to become entrenched in the national security framework.

In addition, the key agency for implementation within each economy needed to be identified and the role of every other agency clearly defined.

Security Plans

Although most countries had a long way to go to implement plans they had to start somewhere. In developing the plans and making “dry runs” they could further refine them and assess the need for assistance. It was pointed out that all the economies represented at the symposium had security plans of some sort drawn up by their military.  This might be a place to start.

Definitions and Coverage

An important issue was the question of defining a port facility and the setting of its boundaries whilst acknowledging the focus of the ISPS Code is on the ship/port interface. This had implications for the interface between a vessel and its cargo. The easiest way in which to manage the issue was to take a relatively liberal interpretation and to include the whole port on the “wet” side and all of those other areas which may be subject to terrorist attack. On shore, however, there remained the question of how far back into the supply chain the port facility had to cover in its security plan. This was easier for container terminals than bulk facilities. In the later case the essential question which needed to be addressed concerned defining the point at which the interface between the ship and the cargo commenced. For example, some facilities had conveyor belts, which might extend for several kilometres over water. Some were directly connected to rail-lines, which might extend for tens of kilometres. Where does one put the boundary on a pipeline? Even where a port has a secure enclosure it can be compromised from outside the facility. Answers to these questions vary according to the nature of the cargo and the level of risk.

It was pointed out that in countries such as the Philippines, with over 7,000 islands and large numbers of vessels of different sizes and types, the definitions of a port facility and even a ship were important. The question of “contamination” of a SOLAS compliant vessel from smaller vessels not of Convention size was much more difficult in this environment compared with Australia. In Australia the issue of contamination was considered as part of the risk assessment – and then measures would be put in place according to the level of risk. 

On the question of supply chain security, there was a strong view that the ISPS code was a step a long the way towards full supply chain security. This would require considerable integration of logistical systems.

The Private Sector

It was pointed out that there were major issues to be addressed on the issue of shipowners. Who, for example, would be responsible for a ship security plan of a tanker registered in a particular country but operating in a completely different region? To which overall standard should these plans accord? There was considerable uncertainty in the private sector about the exact nature of requirements to implement the ISPS code. 

Costs

The private sector in Australia was also concerned about costs and who would pay. In addition there was no overall plan on costs. The port operators, for example, would need to pass the costs on. Compliance costs would be high. On the issue of costs it was pointed out there were some overall community benefits to be gained. In Australia’s case, it was pointed out, government was meeting no direct but substantial indirect costs in terms of the development of new legislation and the audit and compliance functions of the new requirements. It was assessed that the overall cost in Australia might be around $300 million for initial implementation by industry. The Australian Government has set aside about $15.6 million over two years for ISPS Code implementation.

There was some discussion also, however, on the question of benefits that would flow from implementation of the ISPS code including in terms of improved efficiency, better use of IT systems and better governance. In the United States, the level of pilferage on the waterfront had declined because of strengthened security measures. There was also a question of whether there was a capacity on the part of some countries to meet the costs, for example of the technology that would be required. Another issue concerned the construction of the appropriate systems to deal with the level of the threat  - a Mercedes Benz was not required in every case.

Risk Management

It was agreed that an essential issue was to apply risk management practices, assessing the risks, and applying the most appropriate means of dealing with the risk and its level – the measures needed to be proportionate to the risk. In addition a security risk assessment might demonstrate that some measures, which meet the code, are already in place.

Cooperation

There was some discussion as to whether it would be appropriate for countries to reach agreement with their neighbours which would allow for less checking of vessels from their ports and this could be covered under the alternative security agreements with other Contracting Governments signing bilateral or multilateral agreements. Australia would retain its independent regime but work closely with others and apply measures in accordance with the perceived level of risk. This may mean less onerous checks on some vessels already cleared by some of its neighbours. Cooperation was also important in building a body of knowledge and in learning about possible risks. Concern was expressed in discussion as to whether the ISPS code was too restrictive and that it should allow for easier verification and less checking of cargo from credible organisations. 

In addition there was a need for close coordination and cooperation within and between countries to consider technology standards.

Customs Issues

Customs has always been involved in risk assessment. Customs services have to respond appropriately on the basis of risk assessments. In this process access to wide sources of reliable information is crucial.

The costs to importers and exporters also have to be taken into consideration in customs activities. It was pointed out that levels of funding should not determine security plans. It was important to determine the appropriate response based on an assessment of risks. If funds do not allow for this then that needs to be made clear, and plans made to achieve it in the future. Attention needed to be paid to the highest priority risk and if funds weren’t sufficient some lower level priorities may have to be forsaken.

In Australia the Australian Customs Service worked closely with law enforcement agencies including the Australian Federal Police and the Australian Crime Commission at the federal level and with the various state police forces. It also worked with the Australian intelligence community. These working arrangements are sometimes covered by formal agreements but in other cases cooperation and information exchange are conducted informally but always within legal restraints. Often personal relationships are important in achieving close cooperation. 

The cost of the container X-ray system used by Australian Customs was about $9 million for Melbourne plus on-going costs. It was a very effective system and has already been successful. Australian Customs was aware of the need to avoid having containers miss vessels and of the risks, which were being addressed, that some exporters/importers would turn to other ports that did not have the equipment. Australian Customs is constantly assessing ways and means that criminal and other elements might attempt to get around systems.

Australia

There were three major drivers for implementation of the ISPS code in Australia’s case:

· Australia, as a signatory to the SOLAS Convention, is committed to the implementation of the ISPS Code and believes it will benefit the global maritime sector  

· Failure to successfully implement the new IMO ISPS Code requirements could seriously disadvantage Australia's trading interests, particularly to the USA. 

· It is also seen as an enhancement to Australia's national security framework.

Transport was a very rich target for terrorists – for delivery of weapons and explosives, as a target in itself and to supply and support terrorist networks. In Australia there were ports ranging in size from Melbourne to isolated small ones such as Port Hedland. Australia has a very small merchant fleet but is the twelfth biggest shipper in the world. The ISPS code was written as if there is a Coast Guard and a Port Captain. Australia has neither. 

Training

In light of the importance of risk-based approaches, training on application of risk management principles to the maritime environment is a high priority. This would support the process of producing security plans for ports, port facilities and ships, and well as promoting the efficient allocation of resources to address identified risks. Furthermore it would help to integrate existing customs risk management processes (applied to sea cargo among other things) with the new maritime framework.

The ISPS code includes detailed information on the responsibilities of a Ship, Company and Port/Facility Security Officer. 

The IMO is producing model courses (in reality the curriculum for training) for the training of CSOs, PFSOs and SSOs. These drafts are being considered and they should be available in September 2003. (Some concern was expressed that the course models should be available well before September given the amount of training required). In addition serious reservations were expressed about finding trainers to teach the syllabus. There was a very real need for specialised teachers not just in training for SSOs for example, but in areas such as detection of explosives and dangerous good to learning about the nature of terrorist threats. It was suggested that APEC might be able to provide some assistance in this regard. Reservations were also expressed that Maritime Training Authorities may not be the major reservoirs of relevant expertise.

There was a need to identify accredited training providers and to conduct training audits once the training had begun.

Security Levels

The Code applies a three-tier system and it is up to every country to decide what level applies at what time. A national security system may be different in that it might include more tiers and might assess the overall threat as different from the maritime security level.

Cultural Change

There was also a need for substantial cultural change in Australia, for example, in accepting the need for background checking of those working in the maritime industry. Organised crime was also a problem on most waterfronts around the world and served as something of a marker to terrorism.

In the past there has been considerable non-compliance with some aspects of the SOLAS Convention. Under ISPS there will be significant sanctions for non-compliance. Many Contracting Governments are considering adopting a zero tolerance position.

The United States

September 11 had created a need to address maritime security issues seriously and comprehensively. Although concern was expressed that the United States had forced the issue of acceptance of the ISPS Code without due weight being given to the difficulties involved, the symposium agreed that the aims of the Code were sound and required attention. Although the United States had been instrumental in developing the ISPS Code, the other IMO members had supported it. 

The reality was that the United States is the world’s largest economy and countries are complying with the 24-hour advanced manifest-reporting requirement, which had already been implemented, because they needed to do business with the United States. It seemed to be working well. In addition, the United States was placing its customs officers at overseas ports - almost 20 ports have already been covered and more will follow. The most difficult issue for all countries would be to convince the United States that there was supply chain security.  It was important to recognise that each economy has to ensure that it meets its own national interests but also meets its international obligations

Comment on Conclusions/ Results
Michael Julian

· Meeting and getting to know some of the key players involved in implementing the ISPS Code was important in itself

· In implementing the code the following were crucial:

· Identifying the key agency

· Defining the role and responsibilities of all other agencies

· Preparing a plan of action and the steps required to meet the July 2004 deadline

· Identifying areas where assistance would be required

Brian Hurrell

· Customs plays a supportive role in the ISPS Code implementation

· Mutual assistance and cooperation within and between countries is important

· Information and information sharing are crucial to security

Helen Dorning

· The main challenge is to identify and agree on what assistance is required.

· DOTARS would shortly be announcing some in-country support it and Customs would be providing with AusAID funding in several APEC economies

· Other areas of assistance, including in APEC and other aid donors, need to be pursued

David Widdowson

· Need to be satisfied that every possible thing is being done to implement the ISPS code – and to demonstrate that to our own economies and to the international community

· Cooperation and consultation across and between government agencies and commercial organisations is important

· Effective application of principles of risk management need to be applied

· There needs to be national and regional coordination

· There is a need to do the best we can in the limited time available and with the resources at our disposal
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SECURE TRADE IN THE APEC REGION (STAR) INITIATIVE





APEC Leaders agreed to the STAR initiative at their meeting in Los Cabos, Mexico in October 2002


The STAR initiative includes measures to 


Protect ships


Protect cargo
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Capacity building in the APEC Region


Maritime Security Symposium


In-country maritime security capacity-building workshops


International Maritime Obligations


Australia’s Maritime Environment
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Meet STAR and IMO Obligations by 1 July 2004
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IN-COUNTRY MARITIME SECURITY CAPACITY–BUILDING WORKSHOPS





A four-day program to be held in Indonesia, China, Vietnam, Philippines, Papua New Guinea and Thailand during September – October 2003


The program will follow-up on the introduction provided at the Symposium








MARITIME SECURITY SYMPOSIUM





Participants will discuss the challenges of meeting the requirements of STAR and the IMO’s ISPS Code.


Key issues to be covered include:


Approaches to complying with the ISPS Code


Introduction to ship and port facility security assessments and plans


The role of Customs agencies in securing the port environment








CAPACITY BUILDING IN THE APEC REGION











CONCLUSION





Achieving a balance between effective maritime security and trade facilitation


Need for major cultural change in the maritime industry to ensure full compliance


Australia will report on the symposium and the development of the in-country program at the Philippines meeting on maritime security in September 2003








AUSTRALIA’S MARITIME ENVIRONMENT





ISPS Code will apply to approximately 70 ports and 300 port facilities and Australia’s flag fleet


Australia’s ports very diverse


Bulk and container ports


Capital city and remote locations


Search and rescue area covers 10% of globe


No Coast Guard








INTERNATIONAL MARITIME OBLIGATIONS





The IMO agreed to a new maritime security framework in December 2002


The framework is embodied in the International Ship and Port Facility Security Code (ISPS Code)


Compliance with the ISPS Code is not only important from the perspective of protecting maritime interests from terrorist attack, but also to enable APEC members to continue trading by sea.











CONCLUSION





A major cultural change in the maritime sector is required to ensure the new IMO international maritime security regime is implemented in full.


This international task is significant but it is not considered impossible if we assist and learn from each other


Together we can ensure that our international responsibilities for IMO ISPS Code compliance are met by 1 July 2004








PORT FACILITY SECURITY PLANS





PFSPs shall be developed and maintained by port facility security officers on the basis of security assessments and must make provisions for all 3 security levels – Part A, Section 16.1











PORT FACILITY SECURITY PLANS





Part A Section 16.3 sets out the requirements of port facility security plans


Plans may be combined with or part of port security plans – Part A, Section 16.5


PFSPs must be protected from unauthorised access or disclosure – Part A Section 16.8








PORT FACILITY SECURITY PLANS





Contracting Governments may allow PFSPs to cover more than one port facility if the operator, location, operations, equipment and design of the port facilities are similar – Part A Section 16.9








PORT FACILITY SECURITY ASSESSMENTS





Contracting Governments may allow PFSAs to cover more than one port facility under some circumstances – Part A Section 15.6


A PFSA report shall be prepared and shall be protected form unauthorised access – Part A section 15.7








PORT FACILITY SECURITY PLANS





Plans must be developed to ensure the application of measures designed to protect the port facility and ships, persons, cargo, cargo transport units, ship’s stores within the port facility from the risks of a security incident.











PORT FACILITY SECURITY ASSESSMENTS





PFSAs shall include, at least, the following elements (Part A, Section 15.5)


Identification and evaluation of important assets and infrastructure;


Identification of possible threats and their likelihood of occurrence;


Identification, selection and prioritisation of counter measures and procedural changes; and


Identification of weaknesses, including human factors, in infrastructure, policies and practices











PORT FACILITY SECURITY ASSESSMENTS





Port facility assessments shall be carried out by the Contracting Government within whose territory the port facility is located.  Part A Section 15.2


They may also be carried out by authorised RSOs











PORT FACILITY SECURITY ASSESSMENTS





Persons conducting port facility security assessments must have appropriate skills and experience – Part A section 15.3


Port facility security assessments shall also be periodically reviewed and updated – part A section 15.4








SHIP RECORD KEEPING





The requirements of companies to maintain records of activities addressed in ship security plans are set out in Part A Section 10.1.


Records of activities shall be protected from unauthorised access and disclosure – Part A Section 10.4.











SHIP SECURITY PLANS





Each ship shall carry on board an approved ship security plan – Part A Section 9.1


RSOs may prepare ship security plans – Part A Section 9.1.1


Contracting Governments may entrust the review and approval of plans to RSOs – Part A Section 9.2.1








SHIP SECURITY PLANS





Part A Section 9.4 sets out the requirements of ship security plans


Plans must be protected from unauthorised access or disclosure – Part A Section 9.7.








SHIP SECURITY PLANS





Plans must be developed to ensure the application of security measures on board the ship are designed to protect persons on board, cargo, cargo transport units, ship’s stores or the ship from the risks of a security incident.











SHIP SECURITY ASSESSMENTS





Part B Section 8 provides guidance on ship security assessments, including the basic requirements of an assessment.


All SSAs should consider existing security measures, all possible threats (risks) and persons, activities, services and operations it is important to protect.








SHIP SECURITY ASSESSMENTS





SSAs shall include on-scene security surveys and the elements listed in Part A – Section 8.4, such as identification of existing security measures, key ship board operations; possible threats and weaknesses, including human factors.








SHIP SECURITY ASSESSMENTS





Company ship security officers shall ensure that ship security assessments are carried out (Part A Section 8.2)


RSOs may carry out ship security assessments (Part A Section 8.)











PORT FACILITY SECURITY OFFICERS





Means the person designated as responsible for the development, implementation, revision and maintenance of the port facility security plan, and for liaison with CSOs and SSOs


In the Australian context, PFSOs will also be required to ensure that port facility security assessments are completed, reviewed and maintained








TRAINING





The IMO Standards on Training and Watch-keeping Sub-Committee (STW 34/14 Paragraph 9.39 and Annex 9) has agreed to develop draft model courses for:


Ship Security Officer (SSO)


Company Security Officer (CSO)


Port Facility Security Officer (PFSO)








SHIP SECURITY OFFICERS





Means the person on board the ship accountable to the Master, designated by the Company as responsible for the security of the ship, including implementation and maintenance of the ship security plan, for liaison with Company Security Officer (CSO) and port facility security Officers (PFSOs).











OTHER COMPANY OBLICATIONS





Company Security Officers (CSO);


Ship Security Officers (SSO);


Port Facility Security Officers (PFSO);


Security Training


Security assessments;


Security plans; and


Adequate record keeping








COMPANY SECURITY OFFICERS





Means the person designated by a Company (ship owner or operator) to ensure that a ship security assessment is carried out; that a ship security plan is developed, submitted for approval, and thereafter implemented and maintained, and for liaison with port facility security officers (PFSOs) and ship security officers (SSOs)








VERIFICATION AND CERTIFICATION OF SHIPS





Each ship subject to the ISPS Code (Part A, Section 3.1) shall be subject to verification to ensure that the security system and associated security equipment of the ship fully complies with the requirements of SOLAS Chapter XI-2, Part A of the ISPS Code and the approved ship security plan


Verification shall be carried out by officers of the Administration or by a Recognised Security Organisation (acting on behalf of the Administration)


An International Ship Security Certificate shall be issued after the initial or renewal verification and for a period not exceeding five years











SHIP AND PORT FACILITY SECURITY





At security Level 2 and 3 additional measures must be put in place consistent with approved security plans


In addition at Security Level 3 the Contracting Government may issue security instructions to which the ship and port facility must respond and implement











SHIP OPERATOR RESPONSBILITIES





In terms of control and compliance measures (SOLAS Chapter XI-2, Regulation 9) a ship operator shall be:


A shipping company which owns a ship


Any other organisation or person such as the manager or the bareboat charterer who has assumed the responsibility for operation of the ship from the ship owner and who, on assuming such responsibility, has agreed to take over all duties and responsibility imposed by the ISPS Code.








SHIP SECURITY ALERT SYSTEM





Required by (SOLAS Chapter XI-2, Regulation 6):


Ships constructed on or after 1 July 2004


Passenger ships constructed before 1 July 2004, not later than first radio survey after 1 July 2004


Oil tankers, chemical tankers, gas carriers, bulk carriers and cargo high speed craft > 500 GT constructed before 1 July 2004, not later than first radio survey after 1 July 2004


Other cargo ships > 500 GT and mobile offshore drilling units constructed before 1 July 2004, not later than first radio survey after 1 July 2006








DECLARATION OF SECURITY





A DoS details the respective security measures and responsibility that could be agreed between a port facility and a ship (or between two ships)


A DoS is to be completed when the Contracting Govt of the port facility, or a ship, deems it necessary


A port facility may initiate a DoS prior to ship/port interfaces in the case of a particular high risk activity or transfer or dangerous goods / hazardous substances


A ship may initiate a DoS when operating at a higher security level








SHIP AND PORT FACILITY SECURITY





Ships and port facilities must act upon security levels set by Contracting Governments (Part A, Sections 7.1 and 14.1)


At Security Level 1 – basic preventive security measures must be carried out (Part A, Sections 7.2 and 14.2)


Ships must acknowledge instructions on security levels (Part A, Sect 7.5)








CONTRACTING GOVERNMENTS





Advise IMO by 1 July 2004 the following details:


Any RSO authorised to act on their behalf


A list showing approved port facility security plans, the location of same and date of approval


Any bilateral or multilateral alternative security agreements established with other Contracting Governments covering ships on short international voyages on fixed routes between port facilities within their territories


Any equivalent security arrangements, consistent with ISPS Code, agreed with respect to a particular ship or group of ships entitled to fly its flag or a port facility within its territory











CONTRACTING GOVERNMENTS





Shall set security levels and ensure provision of security level information to ships entitled to fly their flag and port facilities within their territory


Provide guidance for protection of security incidents


Approve port facility security assessments and security plans


Test effectiveness of ship and port facility security plans


Exercise control and compliance measures


Establish the requirements for a Declaration of Security








CONTRACTING GOVERNMENTS





Make available to Companies and Ships:


Names and contact details of the Administration responsible for maritime security


Names and contact details of those available 24/7 to provide advice or assistance to ships and / or ships can report security concerns


Names and contact details of those available 24/7 to receive and act upon a ship-to-shore security alert


Names and contact details of those available 24/7 to receive and act upon control and compliance measures


Locations within their territory covered by approved port facility security plans








SHIP SAFETY ASPECTS OF ISPS CODE





Fitting of Automatic Identification System (AIS) equipment (SOLAS Chapter V, Regulation 19)


Ship Identification Number to be permanently marked in a visible place (SOLAS Chapter XI-1, Regulation 3)


Continuous Synopsis Record to be carried on board ships (SOLAS Chapter XI-1, Regulation 5)











SHIP SECURITY ASPECTS OF ISPS CODE





Company Security Officer (CSO); Ship Security Officer (SSO)


Ship Security Alert System (SSAS)


Ship Security Assessment (SSA)


Ship Security Plan (SSP)


International Ship Security Certificate (ISSC)


Control and Compliance Measures








PORT FACILITY SECURITY ASPECTS OF ISPS CODE





Port Facility Security Officer (PFSO)


Port Facility Security Assessment (PFSA)


Port Facility Security Plan (PFSP)


Control and Compliance Measures








SECURITY LEVELS





Security Level 1 means the level for which minimum appropriate protective security measures shall be maintained at all times


Security Level 2 means the level for which appropriate additional protective security measures shall be maintained for a period of time as a result of heightened risk of a security incident


Security Level 3 means the level for which further specific protective security measures shall be maintained for a limited period of time when a security incident is probable or imminent, although it may not be possible to identify the specific target











CONTRACTING GOVERNMENTS





Designated Authority


Recognised Security Organisation


Security Levels 1, 2 and 3





ISPS CODE





ISPS code applies to:


The following types of ships engaged on international voyages


Passenger ships, including high-speed passenger craft;


Cargo ships, including high-speed craft, of 500 gross tonnage and upwards; and


Mobile offshore drilling units; and 


Port facilities serving such ships engaged on international voyages.


Excludes warships, naval auxiliaries, fishing vessels and Contracting Govt ships used on non-commercial service














ISPS CODE





Part A: Mandatory provisions covering responsibilities of Contracting Governments, appointment of security officers for shipping companies, ships and port facilities, security assessments and plans, training, verification / certification for ships


Part B: Recommendatory provisions covering guidance on processes and considerations for implementing requirements of Part A











ISPS CODE OBJECTIVES





Establish an international framework involving cooperation between Governments and the shipping and port industries to assess security threats and take preventive measures against security incidents affecting ships or port facilities;


Establish the respective roles and responsibilities of all parties;


Ensure the early and efficient collation and exchange of security-related information;


Provide a methodology for security assessments so as to have in place plans and procedures to react to changing security levels; and,


Ensure confidence that adequate and proportionate maritime security measures are in place











INTERNATIONAL MARITIME OBLIGATION





Developed through the International Maritime Organization (IMO)


Detailed maritime security measures contained in International Ship and Port Facility Security Code (ISPS Code)


Embodied in amendments and also a new chapter to the International Convention for the Safety of Life at Sea, 1974


SOLAS Convention: Chapters V, XI-1 and XI-2








IMO ISPS Code Implementation
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DISCUSSION





ISPS Code – ships and port facilities


Roles and responsibilities of Contracting Governments


Ship Operators responsibilities and compliance


Other Company obligations


Ship and port facility security, assessments and plans











SOME CHALLENGES AHEAD





Tight timeframes for IMO ISPS Code compliance by 1 July 2004


Passage of new domestic maritime security legislation.


Significant numbers of security assessments and plans to approved internationally.


Large numbers of security officers to undertake appropriate ISPS Code training.
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